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보안취약점 데이터베이스
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보안취약점 데이터베이스 수집

• 최초1회API로전체NVD Data 취득하여저장하며, 이후최근한달전단위로변경된데이터취득하여업데이트

https://nvd.nist.gov/developers/vulnerabilities
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보안취약점 데이터베이스와 OSS 매칭

• CPE (common Platform Enumeration)란운영체제및소프트웨어애플리케이션식별하는방법으로다음과같이구성됨

- cpe:2.3: part : vendor : product : version : update : edition : language : sw_edition : target_sw : target_hw : other
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보안취약점 데이터베이스와 OSS 매칭

Product version CVSS

spring_security 5.6.0 9.8

spring_security 5.6.1 9.8

spring_security 5.6.2 9.8

spring_security 5.6.3 9.8

financial_services_crime_and_compliance_management_studio 8.0.8.2.0 9.8

financial_services_crime_and_compliance_management_studio 8.0.8.3.0 9.8

active_iq_unified_manager - 9.8

<보안취약점 데이터베이스>

https://nvd.nist.gov/vuln/detail/CVE-2022-22978
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보안취약점 데이터베이스와 OSS 매칭

Product version CVSS

spring_security 5.6.0 9.8

spring_security 5.6.1 9.8

spring_security 5.6.2 9.8

spring_security 5.6.3 9.8

financial_services_crime_and_compliance_management_studio 8.0.8.2.0 9.8

financial_services_crime_and_compliance_management_studio 8.0.8.3.0 9.8

active_iq_unified_manager - 9.8

https://nvd.nist.gov/vuln/detail/CVE-2022-22978
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보안취약점 조회
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Vulnerability List

• FOSSLight Hub OSS DB에등록되지않았더라도product명으로검색가능

보안취약점이 검출된 OSS Name 
또는 Product name (해당 product와 매칭된 OSS가 없는 경우) 을 표시

nickname으로 보안취약점 검출된 경우에 한하여, 
검출된 nickname을 표시
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OSS List
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OSS 보안취약점 매칭 관리
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OSS별 CPE 관리

보안취약점 매칭을 위한 OSS version

보안취약점 매칭을 위한 추가 CPE
• vendor:product
• cpe:2.3:a:vendor:product:*:*:*:*:*:language:*:*

보안취약점 매칭 제외를 위한 CPE
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보안취약점 매칭 version 예시

• product: curl, version: 7.81.0
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보안취약점 매칭 version 예시
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Include CPE 예시

 Product명이protobuf로동일함

기본적으로두CVE 모두 product 명과일치하는OSS name(또는 nickname)을가지는protobuf OSS와매칭됨

 protobuf Download Location : https://github.com/protocolbuffers/protobuf

하지만CVE-2021-3121는golang-protobuf OSS와매칭되어야함

 golang-protobuf Download Location : https://github.com/gogo/protobuf/

https://github.com/gogo/protobuf/
https://github.com/protocolbuffers/protobuf
https://github.com/protocolbuffers/protobuf
https://github.com/gogo/protobuf/
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Include CPE 예시
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Include CPE 예시 (Full cpe)

• Vendor:product 값만으로매칭구별이어려운경우가존재함

• CVE-2015-4411

• CVE-2020-7610
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Include CPE 예시 (Full cpe)
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Include CPE 예시
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Exclude CPE 예시

기본적으로product명이 tar이므로product 명과일치하는OSS name(또는 nickname)을가지는 tar OSS와매칭됨

하지만npmjs:tar는 tar와별개OSS로 CVE 매칭에서제외시키고싶음
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Exclude CPE 예시
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프로젝트 별 보안취약점 관리
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제품 보안취약점 수정 여부 관리 기능

OSS
Report

OSS name

OSS version

FOSSLight Scanner

Source code

Dependency

Binary

FOSSLight Hub

NVD data

CVE ID

CVSS Score

CVE ID

CVE ID

CVE ID

CVE ID

…

Fixed

Unresolved

Unresolved

Fixed

…

Resolution
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Security탭 조치 여부 Score 관리
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Security탭

• : Identification단계의BOM 탭기준Security Vulnerability Score 이상보안취약점이존재하는경우

• : Identification단계의BOM 탭기준Security Vulnerability Score 이상보안취약점이존재하지않는경우

• : BOM탭이merge and save되지않아서OSS 목록이취합되지않았거나또는보안취약점이발견되지않은경우

• : Need to resolve탭기준Security Vulnerability Score 이상취약점이모두 'Fixed' resolution인경우

• 각상태(괄호)안에서프로젝트내vulnerability max score 확인가능함
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Security탭 > 취약점 취합 기준
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Need to resolve / Full discovered탭 (신규 Update)



LG
 E

le
ct

ro
n
ic

s 
O

p
e
n
 S

o
u
rc

e
 P

ro
g
ra

m
 O

ff
ic

e

27

LGE Internal Use Only

Excel 업로드 기능 (신규 Update)

해당 컬럼만
엑셀 값으로
로드 가능
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Security탭 조치 여부와 Identification 연동
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Security탭 조치 여부와 Identification 연동
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보안취약점 메일링
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메일링 기준 Score 관리
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보안취약점 실시간 알림
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보안취약점 실시간 알림
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메일링 Enable/Disable 설정
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「
」
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