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LGE Internal Use Only

510k OFY Ol O E{H] 0] A 43

« 2 12] NVD (NATIONAL VULNERABILITY DATABASE) 0| A X|&%|= NVD Rest API
(https://nvd.nist.gov/developers/vulnerabilities)& S5l json H|0|E{ F|55}0{, Database0| X%
« Z|X 13] APIZ HH| NVD Data $|5310] XZH, 0| % |2 3 2H TH|2 HZAE H|0|E] FS35l0] AUHI0|E

* Vulnerability ScoreE 7|2X 2 2 CVSS v3 Base ScoreE 7|22 ®7|5}H,
CVSS v3 Score?| Q1= AL CVSS v2 Base ScoreE CHASHA E7|
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https://nvd.nist.gov/developers/vulnerabilities
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H ok 2Fd Cf| O] E{H| 0] 22} Oss O &

« NVD CPE H|O|E{0{| A{ product, version Zf2 Z+ZF 0SS name(EE= nickname), OSS version 1} Of
XIS10] HOIA|O 2=

« CPE (common Platform Enumeration)Zt 2F H|A| 3! 2= EQJ|0{ of EE|F|0| M A|'H5|= WHo = C}Za} Zo| +4E
- cpe:2.3: part : vendor : product : version : update : edition : language : sw_edition : target_sw : target_hw : other

IKCVE-2022-22978 Detail

Current Description

In spring security versions prior to 5.4.11+, 5.5.7+, 5.6.4+ and older unsupported versions, RegexRequestMatcher can easily be misconfigured
to be bypassed on some servlet containers. Applications using RegexRequestMatcher with *." in the regular expression are possibly

vulnerable to an authorization bypass.

+View Analysis Description

Metrics | cussvesionzo PRI E N EE  Cvssversion 2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.
CVSS 3.x Severity and Vector Strings:
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@ NIST: NVD Base Score: [T Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/AH

Known Affected Software Configurations switchto cPe2.2

Configuration 1 ( hide )
¥ cpe:2.3:a:vmware:spring_security:*:** =y Up to (excluding)
Hide Matching CPE(s) 5.5.7

L

o | cpe:2. 3:a:vmware:spring_security:-
cpe:2. 3:a:vmware:spring_security: L0.0:5 % 00
cpe:2. 3:a:vmware:spring_security:1.0.1:57: 07

cpe:2. 3:a:-vmware:spring_security:1.0.2: 5
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HOotF| 2k G| o| E{ | O] A2} OSS O

« Of|A] (CVE-2022-22978)

Configuration 1 (hide )

I cpe:2.3:a:vmware:spring_security:*:*:*:*1* % ¥ Up to (excluding)
Show Matching CPE(s)* 5.5.7 < E OI-$_| OI:I'l E-" OI E-I H-II OI A >
Ik cpe:2.3:a:vmware:spring_security:*:*:*:*1**:*:* From (including) Up to (excluding) — 19

* cpe:2.3:a:vmware:spring_security:5.6.0:*:

e Cpe:2.3:a:vmware:spring_security:5.6. 155 sp rin g_secu ri ty 5.6.0 98

e cpe:2.3:a:vmware:spring_security:5.6.2:%7:

e Cpe:2.3:a:vmware:spring_security:5.6.3:% 7 sp rin g_secu ri ty 56.1 98
spring_security 5.6.2 9.8

Configuration 2 (hide )

ik cpe:2.3:a:oracle:financial_services_crime_and_compliance_management_studio:8.0.8.2.0:*:*:*:*:*:*
Hide Matching CPE(s) =

s cpe:2.3:a:oracle:financial_services_crime_and_complionce_management_studio:8.0.8.2.0:%7: %74

spring_security 5.6.3 9.8

—— financial_services_crime_and_compliance_management_studio  8.0.8.2.0 9.8

Ik cpe:2.3:a:oracle:financial_services_crime_and_compliance_management_studio:8.0.8.3.0:*:*:*:*:%:%:*

Hide Matching CPE(s) = /y financial_services_crime_and_compliance_management_studio  8.0.83.0 9.8

e cpe:2. 3:a:oracle:financial_services_crime_and_complionce_management_studio:8.0.8.3.0:%7: %%

active_ig_unified_manager - 9.8
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Configuration 3 (hide)

Hide Matching CPE(s) =
e cpe:2.3:a:netapp:active_ig_unified_manager:-*:"** linux:**



https://nvd.nist.gov/vuln/detail/CVE-2022-22978

()]
A~
b
o

S

©

1S

(@)

(®)

|
o.

(V]

(9}

1

=]

(®)
(%)

c

()]

(o
o

[}
i

c

(®)

=

e

(9}
<L
Ll
(L)
—

LGE Internal Use Only

HOotF| 2k G| o| E{ | O] A2} OSS O

Ol A] (CVE-2022-22978 )

e I [

spring_security 5.6.0 9.8
spring_security 5.6.1 9.8
spring_security 5.6.2 9.8

spring_security

Open Source Information

financial_services_crime_and_c( ossname” @

financial_services_crime_and_c«

active_ig_unified_manager

spring-security

Nickname

org.springframework.security:spring-security-config
org.springframework.security:spring-security-test
Spring Security Config

Spring Security Web

spring-security-core

0SS Version

O Deactivate

Add
org.springframework.security:spring-security-core
org.springframework.security:spring-security-web
Spring Security Core
spring-projects-spring-security

spring-security-taglibs

org.springframework.security:spring-security-taglibs
Spring Security

Spring Security Taglibs

spring-security-config

spring-security-web


https://nvd.nist.gov/vuln/detail/CVE-2022-22978
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Vulnerability List

+ NVD H|O|E| 7| $TE HQHH N ZM 715
» FOSSLight Hub OSS DBO| S=&|X| U2t productB 22 HM 715

(V)
=
S5

0SS Name ~ Nickname 0SS Version Max CVSS Score Vendor
S
o
(o)} ~ & X ~ |Q X ~ X »= 4 X ~ a
2
o 1 | Apache Tomcat tomcat - apache
(V)
(9}
% 2 | Apache Tomcat tomcat 113 apache
2 3 | Apache Tomcat tomcat 10.0.0 CID apache
(V]
8— 4 | Apache Tomcat tomcat 10.0.1 [ HIGH ] apache
g 5 | Apache Tomcat tomcat 10.0.10 CI=D apache
c
e 6 | Apache Tomcat tomcat 10.0.11 CID apache
k¥
o HOIX|ok™ 0| HAZ=El 0SS Naivlen O 2 HOI¥CX H=E| ZA20] st}
© T o o= anename— ETIT T o212 oT ) '
- |

EE= Product name (o1l S pd&EtAididiHe@S MU= BF) S BA
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OSS List

- FOSSLight HubOll XEHE 0SS ZAlS Soll sz oSSl INRE %ok gl 7Hs3t

ID 0SS Name 0SS Version License Name Notice = Source Vulnera

bility ~

11589 [Nick] xstream 1.4.9 BSD-3-Clause v [ CRITICAL |

3192 commons Apache-2.0 v
45023 [Nick] spark 3.3.0 Apache-2.0 v CRITICAL
51907 [Nick] tiff 4.5.1 libtiff v @
32581 [Nick] Apache Tomcat 9.0.41 Apache-2.0 v [ HiGH ]

« 0SS M| SHHO|A ST OSS (version)Ol] DX El M| ot U™ B E =0l 7158

Vulnerability [EIEEN
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CVEID NVD Score + Published Date
CVE-2023-44457 [ HiGH | 2024-08-14 19:57:18
CVE-2023-46589 CD 2024-07-12 16:11:18
CVE-2021-42340 CD 2023-11-07 03:39:09
CVE-2021-41079 [ HIGH | 2023-11-07 03:38:49

CVE-2021-25122 [ HIGH | 2023-11-07 03:31:23
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0SS CPE &)

Open Source Information B

0SS Name” 0SS Version

Nickname

Add

Vulnerability Info v

o | HOFF2FH DIHZ $I2t OSS version

Add Add
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O OFY A 913t 37t CPE = okFoFH i XSS B CPE
« vendor:product
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H Ot k™ O Al version Of| Al

« CVE-2022-32207

e product: curl, version: 7.81.0

Configuration 1 ( hide )
ik cpe:2.3:a:haxxicurli*: > = =" " "> From (including) Up to (excluding)
Hide Matching CPE(s) & 7.69.0 7.84.0
o cpe:2.3:a:haxccurl:7.69.0:%7
o cpe:2 3:a:haxxcurl:7.69. 1775
o cpe:2.3:a:haxccurl:7.70.0:%757

o cpe:2.3:a:haxccurl:7.74.0:777
s cpe:2 3:a:haxccurl:7. 75,077
o cpe:2.3:a:haxccurl:7.76.0:%75
o cpe:2 3:a:haxccurl:7. 76,1575
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o cpe:2.3:a:haxccurl:7.80.0:%7 7
. cpe.-ZB:a:haxx;cur:*:*:*;*:*:*
o cpe:2.3:a:haxxccurl:7.82.0:%7:% 7




H Ot k™ O Al version Of| Al

« Ubuntu H|Z HH 7.81.0-1ubuntu1.1.8 HX 22 0SS &t2|stn A2 AL

g Open Source Information e n B
b

o 0SS Name” o Rename 0SS Version

S

© curl [ Deactivate 7.81.0-1ubuntul.18

(@)

o

|

o Nickname

(V]

o

S Add

3

c curl - curl curl-curl curl-libcurl
()]

8‘ curl_project-curl daniel_stenberg-curl haxx-curl
(7}

D libcurl libcurl-libeurl

c

o

=

e

(9}

< Vulnerability Info v

[T

O

-l Add

7.81.0
Add Add
haxx:curl

daniel_stenberg:curl
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Include CPE Of A]
« CVE-2021-3121 (https://github.com/gogo/protobuf/)

1% cpe:2.3:a:golang:protobuf:*:*:*:* > % %% Up to (excluding)
Show Matching CPE(s)* 1.3.2

« CVE-2021-22570 (https://github.com/protocolbuffers/protobuf )

Configuration 1 ( hide )

Ik cpe:2.3:a:google:protobuf:*:** % * ko * Up to (excluding)
Show Matching CPE(s)* 3.15.0
AL
« O|4F case

= Product®0| protobufZ gt

» 7|2HO 2 £ CVE 25 product H1 YX|SH= 0SS name(sEE= nickname)2 7HX|= protobuf OSS2} O A=
= protobuf Download Location : https.//github.com/protocolbuffers/protobuf

= 5}X|2F CVE-2021-3121= golang-protobuf 0SSt Of %! | 0{OF &t

= golang-protobuf Download Location : https://github.com/gogo/protobuf/
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https://github.com/gogo/protobuf/
https://github.com/protocolbuffers/protobuf
https://github.com/protocolbuffers/protobuf
https://github.com/gogo/protobuf/
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Include CPE Oj| A

* Golang-protobufd| vendor:product (golang:protobuf) Y=gt 2 M)
protobuf CH4! golang-protobuf@t CVE HAE| =& HA 7Hs

()]

(]

%

£ Open Source Information L |
©

1S

(@)

o oss Name* €) 0SS Version
o.

g golang-protobuf (O Deactivate 1.5.4
=

(e)

(%)

c .

S Nickname

(o

o Add

v

i

C:> go:github.com/golang/protobuf protobuf-protobuf

)

9]

<L

(¥

9 Vulnerability Info v

Add

Add Add

golang:protobuf




« CVE-2015-4411

Configuration 1 ( hide )

AW W o WL

i cpe:2.3:a:mongodb:bson:*:*:*:*:

ruby:f:

Show Matching CPE(s)*

« CVE-2020-7610

Configuration 1 ( hide )

node.js

Show Matching CPE(s)*
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Include CPE G| A| (Full cpe)

» Vendor:product 2}Tt2 2 OfF FHO| 0{&H2 F7 EXle

[*o* From (including)

1.0.0

Up to (excluding)
3.0.4

Up to (excluding)
1.1.4
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Include CPE G| A| (Full cpe)

« bson-ruby 0SSOl ruby language full cpe &7}

g Open Source Information (% I
%
c 0SS Name” o 0SS Version
o
(o)) bson-ruby (] Deactivate
o
o.
Q .
o Nickname
3
wn Add
c
(<))
Q. mongodb-bson-ruby
o
(%]
o
c
g Vulnerability Info v
9]
=
t; Add
—
Add Add

ek ke

cpe:2.3:a:bson_project:bson:3.0.3:":*: " "ruby:*:*

* ke ke

cpe:2.3:a:mongodb:bson:* " *iruby:*:*
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Include CPE Oj| A

« js-bson OSSO node.js language full cpe =7}

Open Source Information

0SS Name” o 0SS Version

js-bson (O Deactivate 6.8.0
Nickname
Add
Javascript + C++ BSON parser mongodb-js-bson npm:bson

Vulnerability Info v

Add
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b
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S

©

1S

(o)}

(®)

|

o.

(V]

(9}

1

=]

(®)
(%)

c

()]

(o
o

[}
i

c

(®)

=

e

(9}
<L
Ll
(L)
—

Add Add




LGE Internal Use Only

Exclude CPE Of A]

« CVE-2021-37701

Configuration 1 ( hide )

(]
é Ik cpe:2.3:a:npmjs:tar:*:*:*:*:*:node.js:*:* Up to (excluding)
o Show Matching CPE(s)> 4.4.16
§ Ik cpe:2.3:a:npmjs:tar:*:*:*:*:*:node.js:*:* From (including) Up to (excluding)
§1 Show Matching CPE(s)* 5.0.0 5.0.8
a ik cpe:2.3:a:npmjs:tar:*:*:*:*:*:node.js:*:* From (including) Up to (excluding)
g Show Matching CPE(s)» 6.0.0 6.1.7
3
wn
c
L)
(o
(@)
v
AL
£ « O|4F case
o = 7| 2H 2 & productdO| tar0O| 22 product F1} L X|SH= OSS name(XE= nickname)S 7HX|= tar OSS2t OfH E
i - .
© = SIX| 2t npmijs:tar= tar2} H7H OSSE CVE DIHNIM HIAIZ7|D HS
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Exclude CPE Of A]

- tar OSSO| vendor:product (npmijs:tar) =7}

9 Open Source Information (5 |
b
o
= 0SS Name” o 0SS Version
o
g tar (O Deactivate 1.34
a
()
v .
5 Nickname
A
c Add
()]
(o
o
m wga
= Vulnerability Info v
c
o
-
§ Add
m
9
Add Add
gnu:tar npmjs:tar
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E 2ol £ ol 22| 7|5

“ FOSSLight Hub

. oss
% FOSSLight Scanner m '
0SS name Resolution
Dependency 0SS verlsion ~ QUVEID Fixed
| _ Unresolved

Source code

INCVEIDTY  Unresolved
_ Fixed

Binary

o -
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Security® =X| {5 Score &}

. System > Code management > 760 (Security Vulnerability Score)0lA HZAE 715

- = ? m
@ ) rosstight = = S
U=
[ : Close ~ « Code management >
(@) © admin
(E @ Dashboard vulnerability Q
(@) _
O License
1
o _
) = Open Source + /S
(9] a P
; Project Code No Code Name | Code Description
8 3rd Party 750 Vulnerability Mailing Score Vulnerability Mailing Score Code
5 Binary DB 760 Security Vulnerability Score Security Vulnerability Score Code
(o J »
O Vulnerability Page N n . s
(%]
1% Self-Check
£
(o) & User Settings
-
b o +
8 ﬂ System
E Detail Detail Name Detail Description Sub Code Order * Use YN
O Statistics No
| |:| 100 Security Vulnerability Standard Score 1 Y
4 »

User management
Count: 1
History List

Notification

Sent Mail List

Help & Guide




Security®

* Project List > Security%

8 ID ~ Project Name Status OSC Process Download Security
8 747 datafile collector Progress
€ :
© 737 test sec _mail
-
(@)
e 736 Test empty_project (1.0)
o
[} 735 dep-test (1)
It
§ 734 qwer (1.0)
c ™ testa
8- 732 my_project coffee
,g 731 al23sdfs Progress
c
(®)
= . . . ope e
T - T : IdentificationTHA|2| BOM B 7|E Security Vulnerability Score 0|4+ H QtF{ kX 0| EX5t= HS
o . : IdentificationTH4|2] BOM & 7| = Security Vulnerability Score 0|4 2 OHF[2FF 0| EXY5}X| b= AL
A e
. : BOMEHO| merge and savek|X| 2t0IA| OSS =50| FHEIX| EUAHLE EE= BEQHF 0| HALK|X| 52 A2
. : Need to resolve® 7| Security Vulnerability Score 0|4 F2FH0| 25 'Fixed' resolution?! 73

Zt AEl| (=) QoM T 2H E LY vulnerability max score 291 758t




Security® > F ™

« Project > Identification > BOM® saveE 0SS 7|=2 £ Security§40]| &2t

datafile collector | Progress | |

()]
= —
b
o 3rdparty DEP Skc BN Y B -
©
-
m . - .
e [ 0SS bulk registration } Save (Binary DB)
o.
) L
-
=
8 ID  Referenc 0SS Name 0SS Version License Download Locatic Homepage Copyright Text Vulnera Notice Source Restriction admin
s bility check
g_ o
o
7)) ~ |Q X[~ |Q x ~ |Q X ~ |Q X[~ |Q X~ |Q X >= |Q X
1%
< org.springdoc:spri J .
o 20 DEP 16.11 Apache-2.0 https://mvnreposi https://mvn v O
: Unconfirmed open sot
(S
@  docsor
L 18 pep  OTBSPIINEUOCSPIL, 61y Apache-2.0 https://mvnreposi https://mvn v O
u Unconfirmed open sou
—

16 DEP io-netty.incubator 0.0.28 Apache-2.0 https://mvnreposi https://mvn v O

Unconfirmed open sou
17 DEP io-netty.incubator 0.0.28 Apache-2.0 https://mvnreposi https://mvn v O

Linconfirmed anen sot
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Need to resolve / Full discovered® (4!1+ Update)

* Need to resolve : Security Vulnerability Score 0| &2l CVE ID & 219l
o=F

« Full Discovered : IdentificationTtA|2] BOM &Y 7|= OSS CH4t i4| CVEID B &

Need to resolve Full Discovered a

Alist of CVE IDs with a vulnerability score of 5.0 or higher for OSS targets based on the BOM tab in the Identification step.

oo

FOSSLight Security Report

S L
0 0SS Name 0SS Version CVEID CVSS SCORE Published Vulnerability Vulnerabilty Security
Date Resolution Link Comments
- Q X |~ |Q X~ Q X - |Q X ~ @ X - |Q X |~ |Q X ~ a X
[J  Apache Commons Text 1.9 CVE-2022-42889 9.8 2022-10-13 Unresolved https://nvd.nist.gov/vuln/detail .
[J  jackson-dataformats-text 2.133 CVE-2023-3894 7.5 2023-08-08 Unresolved https://nvd.nist.gov/vuln/detail
[ mockserver 5.11.2 CVE-2021-32827 9.6 2021-08-16 Unresolved https://nvd.nist. gov/vuln/detail

J  Netty 4.1.79 CVE-2022-41881 7.5 2022-12-12 Unresolved https://nvd.nist.gov/vuln/detail
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Excel @2 E 7|5 (414 Update)

- YEEFE Excelmt L} OSS name, OSS version, CVE IDZ10]| St AL, uploadet H|O|E =
Vulnerability resolution, Security Comments Zf= load

Need to resolve Full Discovered a

A list of CVE IDs with a vulnerability score of 5.0 or higher for OSS targets based on the BOM tab in the Identification step.

()]
A~
b
o
S
©
1S
(o))
O
|
o.
S
FOSSLight Security Report -
1
5 sist ol
Ml ZF

n AMd o2
c L
o 2L 7ts
(o
o
") =
i
g 0 0SS Name 0SS Version CVEID CVSS SCORE Published Vulnerability Vulnerabilty Security
= Date Resolution Link Comments
(S
<L
L - |a X ~ Q X ~ |a X ~ |a X ~ @ x|~ @ X Fa x|~ a X
9 . . . N

0 Apache Commons Text 1.9 CVE-2022-42889 9.8 2022-10-13 Unresolved https://nvd.nist. gov/vuln/detai

0  jackson-dataformats-text 2.13.3 CVE-2023-3894 7.5 2023-08-08 Unresolved https://nvd.nist. gov/vuln/detai

00 mockserver 5.11.2 CVE-2021-32827 9.6 2021-08-16 Unresolved https://nvd.nist. gov/vuln/detai

U Netty 4.1.79 CVE-2022-41881 7.5 2022-12-12 Unresolved https://nvd.nist. gov/vuln/detai

L slf4) 1.7.25 CVE-2018-8088 9.8 2018-03-20 Unresolved https://nvd.nist. gov/vuln/detai
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Security®™ ZX| 0§ £ 2} Identification VS

- Security® 0l M Fixed X{2|El CVE IDO| CH5H Identificationf40f|A] X|L]5t1 vulnerability max
score &0l 75

(V)

=

o

"5 0SS Name 0SS Version CVE ID CVSS SCORE Published Vulnerability
Date Resolution

S

o

o)) ~ @ X ~ & x ~ | & X ~ @ X |~ |q X ~ Q 3

(®) : : :

1

% SnakeYAML 1.30 CVE-2022-1471 9.8 2022-12-01 Fixed

o

g SnakeYAML 1.30 CVE-2022-25857 7.5 2022-08-30 Fixed

(V)]

5 SnakeYAML 1.30 CVE-2022-38751 6.5 2022-09-05 Fixed

o

o SnakeYAML 1.30 CVE-2022-38749 6.5 2022-09-05 Fixed

kY

g SnakeYAML 1.30 CVE-2022-41854 6.5 2022-11-11 Fixed

-

e

8 SnakeYAML 1.30 CVE-2022-38752 6.5 2022-09-05 Fixed

w

9 SnakeYAML 1.30 CVE-2022-38750 5.5 2022-09-05 Unresolved




LGE Internal Use Only

Security®™ Z=X| 0 &2} Identification H-S

« Security®0lM Fixed X 2|El CVE IDO]| CH3H Identification%40l|A{ H| 2|5t vulnerability max
score 22l 75

3rdparty DEP  SRC BIN BOM B - Commg

\ demo.fosslight.org/vulnerability/vulnpopup?vulnerabilityCheckFlag =Y&prjld=747 &ossMame=Snake YAML&oss\Version=1.308vulnType...  — O X

25 demo.fosslight.org/vulnerability/vulnpopup?vulnerabilityCheckFlag=Y&prjld =747 &ossName=SnakeYAML&ossVersion="1.30&vulnTy...

[ 0SS bulk registration ] a
&
F3
0SS Name Version Score * CVE ID Modified Date
ID Referent 0SS Name 0SS Version License
~ |4 X ~ |Q X |~ Q X~ |Q X ~ Q X
1 snakeyaml 1.30 5.5 CVE-2022-38750 2024-03-15
~ | (3nake X ~ Q X ~ @ X
I I 2
106 DEP SnakeYAML 130 Apache-2.0

Unconfirmed vers
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Page 1 of0 »> m 200 v Total: 7




LGE Internal Use Only

32140 weaboud 331nos uadQ sd1uoi3|3 9




LGE Internal Use Only

2zl 7|F Score Zt|

. System > Code management > 750 (Vulnerability Mailing Score)0f|A| 7 75

) rosstight
. Close ~ « Code management
@ admin

8 =« ? &

I

()]
e
(=
o
% @ Dashboard vulnerability Q
1
(=)l License
O
S
(a1 Open Source + 5B
w ! . .
(0] Project Code No Code Name Code Description
1 L
(o) 3rd Party 750 Vulnerability Mailing Score Vulnerability Mailing Score Code
2 . N _ .
c Binary DB 760 Security Vulnerability Score Security Vulnerability Score Code
()] “ »
(o Vulnerability
o : Page 1 of 1 15 W Count:2
v Self-Check
g
c :p User Settings
= o
o .
"G 9 System
(7] Detail Detail Name Detail Description Sub Code Order * Use YN
] O Statistics No
lD 100 Vulnerability Mailing Standard Score 1 Y Delete
9 : yMaling =3
4 »
O Usermanagement
Count: 1

O History List
O Notification

O Sent Mail List

O Help & Guide

O Vulnerability Log

O BinaryDB Log
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«  Vulnerability Mailing Score 0]} CVSS ScoreE 7IX|= 4111 CVEID B4 A,
ol CVE ID2} O EEl 0SS7t AFEEl = 2H E EHXI0| 7| ‘Discovered’ MY &

FOSSLight Hub Notification

[OSC] Vulnerability Discovered

« Vulnerability Information »

0ss 0SS 0SS CVEID | Score Summar Published | Modified
ID Name | Version y Date Date

An issue was discovered in netplex json-smart-v1 through 2015-10-23 and json-smart-v2
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52869 J;;;;t- 551 %_ 9.1 through 2.4. An exceptio.n is thrown_ frjom a function,. but it is not caught, as d.emonstr.ated 5021-02-23 2022-05-
w2 _27568 by NumberFormatException. When it is not caught, it may cause programs using the library 12
= to crash or expose sensitive information.
json- CVE- An issue was discovered In netplex json-smart-v1 through 2015-10-23 and json-smart-v2
15690 | smart- | 2.3 >021- 9.1 through 2.4. An exceptloh is thrown- ftjom a functlon,l but it is not caught, as d.emonstrlated 5021-02-23 2022-05-
w2 57568 by NumberFormatException. When it is not caught, it may cause programs using the library 12

to crash or expose sensitive information.

* This mail was sent by osc.lge.com
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HOMF A 2 AlZ &8

* Vulnerability Mailing Score O|5}Z CVE ID2| CVSS Score B3 4|,
o' CVE IDL} OfH El 0SS7t AFEEl =2 H E T A| ‘Recalculated’ M| S E

FOSSLight Hub Notification

[OSC] Vulnerability Recalculated

« Vulnerability Information »

085 1D 0SS Name 0SS Version CVE ID Score | Summary | Published Date | Modified Date
83203 | director CWE-2010-0128 -> NOMNE | 9.3 -> 0.0
24445 | python-babel-babel | 2.8.0 CWE-2021-42771 -» NOME | 7.8 -> 0.0
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* This mail was sent by http://osc.lge.com
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H 22! Enable/Disable &%

« Project Information > Security Mail (Vulnerability)dliA 27d 715

Project Information < W B

Project Name” Project Version Priority”
test 1 P2 x v
Permission Security Mail (Vulnerability)
m Creator & Watcher m Disable
Operating System” Distribution Type”
Linux x v General X v

Network service only? O Yes @ No
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