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. FOSSLight Hub AA C}22E

FOSSLight

() Overview [ Repositories 17 B Projects @ Packages A People
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Pinned
(] fosslight | Public (] fosslight_dependency_scanner | Public
FOSSLight Hub : Integrated management web-service for Open Source FOSSLight Dependency Scanner
Compliance Process
@ava Yri1so %1 @rython 126 W15
[} fosslight_source_scanner | Public (] fosslight_binary_scanner ' public
FOSSLight Source Scanner FOSSLight Binary Scanner
@®rython 1725 ¥ @rthon W12 %3
[] fosslight_prechecker ' public (] fosslight scanner | public
FOSSLight Prechecker FOSSLight Scanner

@®Prython T¥12 %5 @prthon W10 e
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X S AW 2 (Docker)
. Docker 0| 2310] #E 9 A18H 7}s
T

* Docker (https.//docs.docker.com/engine/install/)
* Docker Compose (https;//docs.docker.com/compose/install/)
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« JAVA 11 O| &+
» MariaDB 100 O|%} EE= MySql 56 0] &
« Memory 8GB+

- T B8
* Framework : Spring Boot 2.1.x
* Build Tool : Gradle 6x
* IDE : Spring Tool Suite
- lombok EX| E2 (https://projectiombok.org/setup/eclipse)
* Project Character Set : UTF-8
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- CI2RE & MX|
« JAVAZ 2X| : https;//openjdk java.net
 DDL : fosslight create.sql
« MariaDB = Mysqgl & X] : https://mariadb.org/download
» Database ‘84 & 7| Data &=

- mysgl —u root - < fosslight_create.sql
- Btk Database”| 0|0 ZX{StAH L Database O| 2 A2 & ThO| create database 21t USE fosslight == 4

- mysgl —u root o <DATABASE_NAME> < fosslight_create.sql

—— fosslight QIO IO~ T LHELLD
CREATE DATABASE |F MNOT EXISTS “fosslight™ DEFAULT CHARACTER SET utfBmbd.

USE “fosslight

()]
=
b
o

£

©

1

(@)

(®)

1
o

()

(9}

1

=]

(®)
(%)

c

()]

(o
o

[}
i

c

(®)

-

e

(9}
9

(NN}

(L)

|

- H& A80[ o|0| EXSHALE THE A8 S AHESH= 89 CREATE USER & GRANT F25 AH|(SE= HE)

CREATE U=ER IF NOT ExISTs 'fosslight'@'%" [DENTIFIED BY 'fosslight':

CREATE USER IF MWOT EXISTs "fosslight'@' localhost' IDENTIFIED BY 'fosslight':
GRAMT ALL PRIVILEGES OM fosslight.* TO 'fosslight'@'®";

GRANT ALL PRIVILEGES ON fosslight.* TO 'fosslight'@'localhost':

FLUSH PRIVILEGES:



https://openjdk.java.net/
https://github.com/fosslight/fosslight/blob/main/db/initdb.d/fosslight_create.sql
https://mariadb.org/download/
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* IDE Configuration
« Spring Tool SuiteE CH2E2E
X STS (Spring Tool suite) 4x 7| &
lombok & X|: https://proiectlombok.orq/setup/eclipse

(¥}
e
by
o
= °
©
—
(@) ng-tool-su .. — | s
8 * File > Import > Gradle > Existing Gradle Project  ® 7190+ @ impon o X
o File Edit Source Refactor |
Select (- -
) . M™MSID v SERY Mg PP ero-|n
v Glt Source DIreCtorv = |- |mport Import a Gradle project from the local file system. H Q iE|&
> =
o ° Pr H > Pr | > R 1 > [# Package Explorer x 1 8= Outline % =
“2 O-JeCt Opert €s esource Select an import wizard: 3w s e w3
. - . . .
o A _ aps| ~ 7= FOSSLight [boot] [devtd | # ossfosslightapiao
o TeXt ﬁle enCOdIngoﬂ -| UTF 8E = O i src/main/java | | v O ApiControllerAspe:
(o) - . & Git " SF 1
[ sr¢/main/resources log : Logger
8 i src/test/java v Gradl.e - - o F convertParamJs
'E =\ JRE System Library [J Bf;xlllmng CiilE Foen @ getlogging(Pro
(®) =\ Project and External nsta @ postLogging(Pn
= & bi & Maven
3] in . = paramMapToSt
@ & db = Plug-in Development
] & docs = Run/Debug
O = gradle & Team
-l & IE:bs & TextMate v
= LICENSES
= mail
= migration
g ® < Back Finish Cancel < 1
@ Boot Dashboard x adle Executions =0

L. EQDE/EQ Y SRR KEREE 2y



https://spring.io/tools
https://projectlombok.org/setup/eclipse
https://github.com/fosslight/fosslight
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application.properties Tt

[T T v x|

1@
11
12
13
14
15

17
18
19
28
21
22
23
24
25

27
28
29

o

spring.

profiles.active=local

servear.

port=5186

# View

spring.
spring.
spring.
spring.
servar,

spring.

spring.

servear.

sarvear.

spring.

servear.

spring.

Configuration
mve.view. prefix=/WEB-INF/

mve.view.suffix=.jsp
servlet.multipart.max-file-size=4
servliet.multipart.max-request-sig

servlet.session.timeout=18868s

main.allow-bean-definition-overri

main.allow-circular-references=tn

server.port : E MH ZE (818022 dH3t B2
http://localhost:8180)

spring.datasource.url : FOSSLight Hub Database”?} AX|Z|0{ Q&
MHE 9| IP Port, Database Name &7

spring.datasource.username : Database & AHYH 474

spring.datasource.password : Database & X} IAQYE A7

tomcat.max-http-form-post-size=-1

tomcat.max-swallow-size=-1

cache.jcache.config=classpath:ehcache.xml

servlet.encoding. charset=UTF-8

datasource.driver-class-name=org.mariadb.jdbc.Driver

spring.
spring.

spring.

datasource.url=127.8.8.1:3386/fosslight

datasource.username=fosslight

datasource.password=fosslight



http://localhost:8080/

LGE Internal Use Only

= x o oHd
e 43 logging.level.root=info
. AlSH 220 HEl
=2 O H - o 44 logging.level.org.apache.*=error
45 logging.level.sun.rmi.*=error
.g application.properties It 46 logging.level.org.quartz.*=error
Eg 47 logging.level.oss . fosslight. *=info
£ 48 logging.path=./logs : R
. - 20fel =3 Ha2 MY
o 49 logging.file=fosslight Iogglng.Path ',,.E_ I-E = JOKI%H 55 = o
o . (Default “/logs"= application 2& X|E 2|0|)
1
o. . : - —
g 51 spring.banner.location=classpath:bal . logging.file: 215 8¢ 21 oYY
= 52
=
= 53 secret.key=\$2a\$16\$nsPr7wpviscsra| © rootdir: It Y=L CIRZE X2 Z2EF 2|0
§i S4 token. secret. key=%23%18\%52fTAJBZo]l JWCkDIHcIQyNe,/OLMglI81u. g52n520TxS8vekaa . 6Uu
(@) 55
O 56 checkFlag=
S 57 nvd.nist.gov.api.key=2dclbefl-8dBc-454F-b4f8-be97c2327b3e
-
Eg o3 nvd.scheduled.cron.value=8 & 18 * * ?
w Lo
9 68 root.dir=./service
61 upload.path=\${root.dir}/upload
62 packaging.path=\${upload.path}/packaging
63 export.template.path=\3%{root.dir}/template
64 notice.path=\${root.dir}/notice
65 reviewReport.path=\%{root.dir}/reviewReport

66 internal.url.dir.path=/docx/license
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* Build & Run
e Build (war It A4)
- /gradlew build
* Run
- /gradlew bootRun

* Build & run
- /gradlew clean build && java —ar build/libs/FOSSLight-[version].war
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http://localhost:8180/
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DB T Y 120|E Tip

«  MyBatis MigrationsE O|23}0{ DB {72 2118|0|=
- v1.505Ef migrationSt= scriptE XS

« migration/migration/environments/development.properties Lk 2 0f| DB

% cd migration/migration

% cat environments/development.properties

## Base Time zone to ensure times are consistent across machines
time zone=GMT+@:@2a

## The character set that scripts are encoded with
# script _char_set=UTF-8

## JDBC connection properties.
driver=org.mariadb.jdbc.Driver
url=jdbc:mysql://localhost:3386/fosslight
username=fosslight
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https://mybatis.org/migrations/migrate.html
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DB T Y 120|E Tip

« fosslight/migration/mybatis-migrations-3.3.11 =EZ MIGRATIONS_HOMEZ export

cd fosslight

pd

fhome/test/fosslight

export MIGRATIONS HOME=/home/test/fosslight/migration/mybatis-migrations-3.3.11
export MIGRATIONS=$MIGRATIONS_ HOME/bin

export PATH=$MIGRATIONS:$PATH
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DB T Y 120|E Tip

* migrate statusE 2@l & & 12{|0|=

-- MyBatis Migrations SUCCESS

-- Total time: 8s
-- Finished at: Wed Mar 22 20:12:87 KST 2823

-- Final Memory: 7M/588M

()

(]

%g % cd /home/test/fosslight/migration/migration

£ % migrate status

O e
(@)

o -- MyBatis Migrations - status

o

o T LT
g ID Applied At Description

(e} ================================================================================
wn

5 20238322085317 ...pending... create changelog

é% 282303228591138 ...pending. .. update wl.4.9

v 20230322092534 .. .pending... update v1.5.8

S

(®)

=

9]

<L

[T

O

—

% migrate up
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- HH GO 0[= Tl E[A=A| =42

% migrate status

20230322085317 2023-03-22 20:12:35 create changelog
20230322091138 2023-03-22 28:12:35 update v1.4.9
20238322092534 2823-83-22 28:12:36 update v1.5.8

-- MyBatis Migrations SUCCESS

-- Total time: Bs

-- Finished at: Wed Mar 22 208:12:39 KST 2823
-- Final Memory: 7M/588M
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NVD Data MIE Tip

« NVD(National Vulnerability Database)0|| A X| S k|= NVD Data Feeds

« FOSSLight Hub Ll Vulnerability List0llA] Open Source2| EQt F2H E=xf o5 3 2+ HHE
(CVE |D, CVSS SCOre) é!'?_l Vulnerability List
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https://nvd.nist.gov/vuln/data-feeds
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NVD Data MIE Tip

2 13] NVD Data FeedsS C}2 2 E510] Database0i] X%t

= ot © HAE H0|HE FS5t0] Y

2002'd Data’FE| NVD DataS CH2E2E S B2 Of2lie} 20| AT
+ 2|25 13]0 M ESHH 0|2 Datet= FHE|22 37t MEO| R 818

DBOJ|A AH2r HE
UPDATE T2 CODE DTL SET CD DTL_NM = 'Y' WHERE CD NO = "998' AND CD DTL NO = 'l@e’,
« NVD Data Feed initialize flag Code2| Default 2{2 "N" 22 A7
o "V'2 HZAA| L2 NVD AAHE =2 A| 2= NVD DataZ Cleanst 2002 Data ILH
- SffT 4+2 NVD Data 27|22} =2 Al 0|2 O] £2F 42k 10| Default 2% ('N") L2 #HZ

HE aXjNoz 2 Xz


https://nvd.nist.gov/vuln/data-feeds
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Simple NVD Data M& Tip

- JHEESE Data YFE 2 Syncol] ALE

= o HEE HOIHE #Soto] £

()
e
[ Sy
Fo) src/main/java/oss/fosslight/scheduler/SchedulerWorkerTask.java
< 74 Jf ME 12A] &=HE - CPE Dictionary, CVE Update Data Sync o
© N o I
5 75 @scheduled(cron="%{nvd.scheduled.cron.value}") heckF1 application.properties red
o _ - checkFlag=
= 76 I @scheduled{fixedDelay=188&) ) .
Q. - . . B ! nvd.nist.gov.api.key=0dclb6+1-8dBc-454f-baAf8-bed7c2327b3e
v 77V public wvoid nvdDataIflob() { —
= . nvd.scheduled.cron.value=8 @ 18 * * ?
g 78 String resCd = ""; n
v 79 try { Scheduler 2t A|7F 47
c
g_ 2a resCd = nvdService. executeNvdDatasync();
o 51
m - L1 L1}
g a2 if (resCd == "@8") {
o a3 vulnerabilityService.doSyncOSSHNvdInfol);
e
§ 84 log.info("nvdDatalflob end");
— a5 1 else {
L)
— 86 log.error{"executelNvdDataSync - resCd : " + resCd);
87 3
a8 } catch (I0Exception ioe) {
89 log.error(ioce.getMassage() + " (resCd : " + resCd + ")", doe);
o8 }
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Simple NVD Data M& Tip

144
145

147
148
149
158
151
152
153
154
155
156
157
158
1549
168
161

1R/7

src/main/java/oss/fosslight/service/NvdDataService.java

if (linitializeFlag) {

Date today = new Date();

SimpleDateFormat sdformat = new SimpleDateFormat("yyyy-MM-dd T 'HH:mm:ss.555");

sdformat.setTimeZone (TimeZone.getTimeZone("UTC™));
Calendar cal = Calendar.getInstance();

cal.setTime(today);

cal.add(Calendar.HOUR, -1};

String endTime = sdformat.format{cal.getTimz()});

Calendar mon = Calendar.getInstance();

v

mon. add(Calendar.MONTH, -1);

S5tring startTime = sdformat.format(mon.getTime());

lastModstartDate = startTime + "%2B81:88";
lastModEndDate = endTime + "%2B81:88";

mon.add(Calendar.DATE, -1)

SlF ™ data &

*sync 7|7t2 &
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Mail AH MIE Tip

application.properties Tt

(=]
=]

spdx.default.url=

=]

=]

external.service.useflag=N

=)
(=1 P2

external.service.github.token=

[=a]
I~

=]
L

mail.smtp.useflag=N

(=]
(3]

mail.smtp.host=

(=]
=]

mail.smtp.port=587

[=a]
o8

mail.smtp.email=

=]
L

mail.smtp.username=

(A=)
(==

mail.smtp.password=

[N=)

1 mail.smtp.encoding=UTF-&

(A=)
(=1 Fa

[N=)

smip.default.bcc=

[¥s]
I

smtp.default.admin=
smip.default.bat=

smtp.default.security=
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H2HT AFE Al M 2FAL Tip

«  Vulnerability 8 &
» NVD Data Rest Api (https://services.nvd.nistgov/rest/json/cpematch/2.0, https://services.nvd.nistgov/rest/json/cves/2.0) & &
Sl response ! “JSON Data” £ Fetot0] HE A2 K&
- 20 M= NVD Data FeedsE 7tX| 10 2 5= QIF

* Check License Name
 2IX| : Project, 3rd party, Self-check
- 7l Download location, OSS name, OSS versions 7|2t 2 HAEE LicenseES 2401 7t
1 : FOSSLight Hub DB Z4H
| ClearlyDefined2} GithubX|A{ License Z3A4
. JlliH%*OﬂH: 2% A0 E[X| BIZ
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https://services.nvd.nist.gov/rest/json/cpematch/2.0
https://services.nvd.nist.gov/rest/json/cves/2.0
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