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Project > Identification > SBOM

ZEHE SBOMS FASHE HEUEN Hobe| EXet AZEE Stol

dE4E 3d 1/ Al
“0| ZRMEQ ZEEH EAA HARHE F . 8§§ Name -

St & " Version =
F| kst S22 291017172 el 2

2/sw

e Critical
* High

*  Medium
* Low
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Project > Identification > SBOM

SBOM

3rdparty DEP  SRC  BIN

[ Auto Analysis ][ Analysis Result ” 0855 Bulk Registration ]
i &
ID ReferenceDiv 055 Name

~- |

7 SRC litellm

[ SRC libTormMath

1 SRC Apache Karaf

2 SRC MNTF5-3G

3 SRC angular

4 SRC bytecount

5 BIM expo

8 SRC msgpack-c

9 SRC openssh

10 BIM tflite-micro

11 SRC watchtower

055 Version

1.58.2

Required

240

0.10.3

0.6.9

0.13.5

0.5.7

6.1

340

LGE Internal Use Only

License

The BerriAl Enterprise licen...

Public Domain

Apache-2.0
GPL-2.0

MIT
MIT,Apache-2.0
MIT

Apache-2.0
OpenSSH License
Apache-2.0

Apache-2.0

Download Location

https://eodeload. github.com/lit

ifferent from DB

https:/feithub.com/tensorflow/

Vulnera
bility

CRITICAL

Motice

A N N T VR U SR SN

Source

Save [Binary DB}

Restriction

[ ]




LGE Internal Use Only

Project > Identification > SBOM

Open Source > Information > Vulnerability

Open Source Information (libTomMath) g = o]
Compliance Vulnerability

[
=
5 oz @@ @: @ O:
g Search:
©
L
o
o
o D Alias ID Score + Modified Date
[
= A
3 CVE-2023-3632¢ [ UBUNTU-CVE-2023-36325 [FIT) 9.8 2026-06-17
w
5 AZL-28639 EE0) 9.8 2026-04-21
o
o
8 AZ|-36950 ) 9.8 2026-04-21
S
‘3 QESA-2023-1625 (B2 9.8 2026-08-18
9
:'; CVE-2025-40913 BB CVE-2025-40914 [EET) 6.5 2026-08-13
|

RHSA-2017:1367 [(5 6.5 2026-07-01

A71-65547 20 - 2026-10-19

pLA-3857-1 (B8 - 2026-03-09

MGASA-2023-0265 [ - 2026-04-16

L

Showing 1 to 10 of 11 entries Previous 2 Mext
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Project > Security

Z2ME oS MZESt 817 HEIE Lir0] IX| SEE e

g

5
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y Overview Need to resolve

g

g . = oI5 X|OFA At
g %O Score P2 £ U AE . UHE J|F M3 0|49l 0sSOA e cit b il Rk
; gtol AZE 2o 22 2ol 828 UM 0558 Hluez 29

5 OSS Version# F2fH Score &% «  Vulnerability ID, Score, Published Date

3 20l S A JM e =0l

© Vulnerability Resolutions 4=  Vulnerability Resolution 5! I{X[ H&

- 20l 2|
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Project > Security

Overview

Overview Need to resolve Full Discovered
ChE 28425 H0| YA LX) Zo FA cve BEE ST - TS UCE identification 20 M CHS

- libTomMath, NTFS-3G, tflite-micro

Vulnerabilty Score Critical

Vulnerability score by 055 version
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0SS Name 0SS Version
angular 0.10.3
Apache Karaf 2.4.0
EXpo 0.13.5
litellm 1.58.2
msgpack-c 0.5.7
openssh 6.1
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QEL~HH HEE UHHMTAY| HHELICH

v Vulnerability Resolution raksll v
I Unresolved Fioed Will be fixed (MR) I Wil be fieed (External Depandency)
B Deferred (Mot Available) BN Won't fix (Mifigation) Won't fixx (Drop)

Vulnerability Score
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nl nu
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Project > Security

Need to resolve

QOverview Need to resolve Full Discovered

& FOSSLight Security Report
=
=
o
£
©
S
(=2}
o
a #d L B
()]
o -
S - 055 Name 0SS Vulnerability
o) Version ID
(7]
c
'] - | x|~ |qQ X[~ |
[oR
o
[
o=
=
[e)
1
=)
O
I.% [ angular 0.10.3 CVE-2025-66412
O
|
' angular 0.10.3 CVE-2026-22610

Drag & Drop Files
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Published Vulnerability
Date Resolution
- |a X = |0
2025-12-01 Unresolved
2026-01-10 Unresolved

https://

Vulnerabilty Official Security Patch Link
Link Security Patch Link for Internal

nwd.nist.gov/vuln/det: https://github.com/angular/ai NfA

https://

https://github.com/angular/al

nvd. nist. govivuln/det:

=
=3
=3

github.com/angular/ai

ps://

https://github.com/angular/al

Affected SW

Version Range

From (including) : 21.0.0
Up to (excluding) : 21.0.2

From (including) : 19.0.0
Up to (excluding) : 19.2.17

From (including) : 20.0.0
Up to (excluding) : 20.3.15

Up to (including) : 18.2.14

From (including) : 21.0.0
Up to (excluding) : 21.0.7

From (including) : 19.0.0
Up to (excluding) : 19.2.18

From (including) : 20.0.0
Up to (excluding) : 20.3.16

Up to (including) : 18.2.14

From (including) : 20.0.0
Up to (excluding) : 20.3.17
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Project > Security

Need to resolve Full Discovered

Identification TtAIS] ssom B 7| oss Y S 2 HEE BH FEE SEYLICE

0S5 Name 055 Vulnerability Score CPE Published Vulnerability Vulnerabilty Official Security Patch Link Affected SW Security
Version ID Date Resolution Link Security Patch Link for Internal Version Range Comments

angular 0.10.3 CVE-2026-50... &b cpe:2.3:aan... 2026-06-22 Unresolved ttps://nvd.nist.gov/vuln/deta  https://github.com/angular/dc M/A

From (including} : 20.0.0
Up to (excluding) : 20.3.24

From (including) : 21.0.0
Up to (excluding) : 21.2.16

From (including) : 19.0.0
Up to (excluding) : 19.2.22

From (including) : 20.0.0

angular 0,103 CVE-2026-50... 5.3 cpe:2.3:aian... 2026-06-22 Unresolved https://nvd.nist. sow/vuln/deta  https://github.com/angular/ar NjA Up to [excluding) : 20.3.22

Up to (including) : 18.2.14
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From (including) : 21.0.0
Up to (excluding) : 21.2.15

From (including) : 20.0.0
Up to (excluding) : 20.3.22

From (including) : 19.0.0

angular 0.10.3 CVE-2026-52... 5.3 cpes2 3aian...  2026-06-22 Unresolved https://nvd.nist. gow/vuln/deta htt Up to lexcluding) : 12.2.23

ithub.com/angular/ar MN/A

Up to (including) : 18.2.14

From (including) : 21.0.0
Up to (excluding) : 21.2.15

From (including} : 21.0.0
Up to [excluding) : 21.2.17 v
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Open Source / Open Source > Information > Vulnerability

OSSE 7|E22 F{4HS =Qldl= F THAQ] M S & (0SSE 1l — ol ossof| HAE FFHS oM =)
Open Source Open Source > Information > Vulnerability
. i~ EH X|OFX = X|OFN =

gl e S T8 IS E AT A MEfBt Ossof BT UIZE ForY 22 ol
O = N N X|OFA™ (m]]| E||O|E-| *x-l §|-O|( VD ID. OSV Ali |D)
. E=2C X X|QFR S X {EH = HAH.B}O F9E ID X =4 =0 ' a5
« Modified Date 292l
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Open Source / Open Source > Information > Vulnerability

Open Source

) Exact Mate +Advanced Search Vs ™
: Sract Halch Q 2 = option selected '\HElP /,‘

Basic Info 055 Details
Q ) Exact Match
e
(=
Ho— [ Exact Match
E Personnel -
©
S -
(=2}
[e)
S -
o
@ .
ot 0SS Vulnerability O Exact Match
S
=
o)
(7]
c 8.0 4
']
8_ [ Exact Match
&
‘g T Exact Match
g Others P
Deactive
+ O & ©
0 [[+] 055 Name 055 Version License Name Restrictic Notice  Source Download Vulnera
Location bility
Tl 149208 [Nick] heimdal 7.5.0 BSD-3-Clause v https://github.com/heimdal/heimdal CRITICAL
149449 [Nick] spring-security-core 6.4.4 Apache-2.0 v https://mvnrepository.com/artifact forg springframew
Tl 149452 [Mick] spring-security-web 6.4.4 Apache-2.0 v https://mvnrepository.com/artifact/org.springframew
O 12220 [Mick] Wireshark GPL-2.0 v v https://github.com/wireshark/wireshark CRITICAL
[l 148618 [Nick] Microsoft Extensions Caching Memory MIT v ww.nuget org/packages/Microsoft. Extensio [ G |
Tl 148496 [Nick] vega-expression 5.1.2 BSD-3-Clause v v.npmjs.com/package/vega-expression m
[ 148057 [Nick] dagre-d3-es 7.09 MIT v w.npmjs.com/package/dagre-d3-es
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Open Source / Open Source > Information > Vulnerability

Open Source > Information > Vulnerability

en Source Information (curl 8.6.0) o 20 m
8 Compliance Vulnerability
-
(v =
o
% X orH E nn nm L 4 12
L
g Search:
S
o
[
‘S’ D Alias ID Score + Modified Date
a a
= CVE-2026-10536 [ CURL-CVE-2026-10536 [ 9.8 2026-09-15
o
o
O CvE-2026-11856 [ CURL-CVE-2026-11856 [EER) 9.8 2026-09-15
(%]
=
5 CVE-7026-19931 ) CURL-CVE-2026-19931 [ 9.8 2026-09-15
=]
o
= CvE-2026-18924 ) CURL-CVE-2026-18924 ) 9.1 2026-09-15
9
CvE-2026-8924 ) CURL-CVE-2026-8924 BB 9.1 2026-09-15
CVE-7026-8927 (1) CURL-CVE-7026-8927 [E) 9.1 2026-09-15
CvE-2024-2305 [f) CURL-CVE-2024-2395 ) 8.6 2026-10-15
CVE-7026-82200 () CURL-CVE-7026-82200 B2 8.2 2026-09-15
CVE-2026-8286 [T CURL-CVE-2026-8286 [ 81 2026-09-15
L

Showing 1 to 10 of 55 entries Previous 2 3 4 5 6 Mext
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Vulnerability

NVDOSV #{oFd MBS A AMslolsts S8 ok
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« Vulnerability 1D
e Source: NVD / OSV

« Component (Name)

\

/

« Vulnerability 1D
 Source

» Component (Name)
« Affected versions

« Severity (score)

N

X Vulnerability Bl 7= Z=X| JEf &4 S}FHO| OfL[2t #OfH H|O|E- S @ A4 stHYLICY.

Fefd dAl HOlX| o=

Excel Export
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Vulnerability

Exact Match - libTormMath ExactMatch = Q
(]
(5}
=
v
(@] L
S
g Vulnerability 1D Source Component(name) Affected versions Severity(score)
2
o 1 AZL-28639 osv Azure Linux:2:libtormmath [0, 1.1.0-5) 9.8 (CVS5_V3)
(]
2
S 2 AZL-36953 Qsv Azure Linux:3:libtommath [0,1.1.0-5) 9.8 (CVS5_V3)
[}
L2 : §
c 3  AZL-B5547 osv Azure Linux:3:libtormmath [0,1.3.1~rc1-3]
8
(@] 4  (CVE-2023-36328 NVD libtom:libtommath 1.21) 9.8 (CVSS_V3)
S
= 5 CVE-2023-36378 osv https://github.com/libtom /libbommath 0.01,0.02,0.03,0.04,0.05,0.06,0.07,0.08,0.09,0.10,0.11,0.12,0.13,0.1... 9.8 [CVSS_V3)
2
'b‘ G CVE-2025-40913 osv https://github.com/libtom/libtommath 0.01,0.02,0.03,0.04,0.05,0.06,0.07,0.08,0.09,0.10,0.11,0.12,0.13,0.1... &5 (CVS5_V3)
[}
Ll
) 7  CVE-2025-40914 osv https://github.com/dcit/perl-cryptx vw0.022,v0.023,v0.024 v0.025,v0.026,v0.029,v0.030,v0.031 v0.032 v... 9.8 (CVS5_V3)
|
8 DEBIAN-CVE-2023-36328 osv Debian:12:libtornmath [0, 1.2.0-6+debl2ul} 9.8 (CVS5_V3)
9  DEBIAN-CVE-2023-36328 osv Debian:13:libtormmath [0,1.2.1-1) 9.8 (CVSS_V3)

1... DEBIAN-CVE-2023-36328 osv Debian:14:libtarmmath [0,1.2.1-1) 9.8 (CVSS_\V3)
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. 0ss 2 #H2|x| gy OSV DB #7t X TH7|X| MWEHAI'E Advisory-F& He| Het  Project > Identification > SEOM .
& Open Source > Information > Vulnerability
o Vulnerability
:
§‘ OSV 115 Vulnerability ID Open Source > Information > Vulnerability
a Vulnerability
o
2
2 Source(NVD,0SV) +& U 2IF &3 =0l Open Source > Information > Vulnerability
o Vulnerability
o
4
& CVSS 7|& Z=X| &1} Need to resolve AHE{ =HQI Project > Security
E
Ll
9
SBOM ZZEZUHEQ T2 ME F kM. X| AE] HA| Project > Identification > SBOM

Project > Security
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VEXZH? of 2est7p? FOSSLight Hub &}
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