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SEC. 524B. ENSURING CYBERSECURITY OF DEVICES.
(b) CYBERSECURITY REQUIREMENTS.—The sponsor of an application or submission described in subsection (a) shall—

(3) provide to the Secretary a software bill of materials, including commercial, open-source, and off-the-shelf software
components; and
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[£71] Minimum Elements of SBOM (2026)
Definition (& 2)

gh
i

SBOM
Metadata

Component
Data

SBOM Author

SBOM Author Signature
SBOM Data Format Name
SBOM Data Format Version

SBOM Generation Context

SBOM Timestamp
SBOM Tool Name
SBOM Tool Version

SBOM Version

Component Producer
Component Name

Component Version
Component Identifiers

Component Hash Value

Component Hash Algorithm

Component License

Component Dependency
Relationship

The name of the entity that creates the SBOM data for the target component.

A digital signature attributable to the SBOM author.

The name of the data format used to represent the SBOM data.

Identifier designated by the SBOM data format to specify the version of the data format.

The relative software lifecycle phase and data available at the time the SBOM author
generated the SBOM.

Record of the date and time of the most recent update to the SBOM data.
The name of the tool used by the SBOM author to generate or amend the SBOM.
Identifier for the version of the tool identified in the SBOM Tool Name element.

Identifier designated by the SBOM author to specify a change in the SBOM document from a
previously identified version or to indicate that it is the first version.

The name of an entity that creates, defines, and identifies components.
The name assigned by the component producer to a software component.

Identifier used by the component producer to specify a change in a software component from
a previously identified version or to indicate that it is the first version.

Identifiers used to identify a component or serve as a look-up key for relevant databases.

The output generated from applying a cryptographic hash algorithm to an executable
component artifact.

The cryptographic algorithm used to compute the Component Hash Value of the software
component.

The identifiers for the licenses under which the software component is available.

The relationship between two components, where one component is necessary for the
operation of the other.

Major
New
New
New

New

Minor
New
New

New

Major
Minor

Major
Major
New
New

New

Minor
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[ 1] Minimum Elements of SBOM H|

_ NTIA 2021 CISA 2025 %0 CISA 2026

oot

SBOM 2r4 X Author of SBOM Data SBOM Author SBOM Author
ESPSPNN I - — (Discussion(l A ME =0 #1) SBOM Author Signature (A1
HEELL Supplier Name Software Producer Component Producer
AEHE 0|2 Component Name Component Name Component Name (£ 0| 61&)
H & Version of the Component Component Version (2™ I &HA2)  Component Version (222 unknown)
==\, Other Unique Identifiers Software Identifiers (14 0l&)) Component Identifiers (JIAIX2] Jts)
O|E &HA| Dependency Relationship HhITE - II 3 J|H (pedigree) Bl Component Dependency Relationship
ErQIA BT Timestamp ISO 8601 RFC 9557
ol Al - Component Hash (&173) Hash Value + Hash Algorithm
chOl&d A - License (1) Component License
e ! — Tool Name (&I Tool Name + Tool Version
dd =t - Generation Context (&17) SBOM Generation Context

SBOM 22X HH = = SBOM Version, Format Name-Version (&!3)
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Security & Privacy Facts

Sustios Smart Voice-activated Thermostat AMOG

U.5. CYBER TRUST MARK

More info

Sensor Data -.,!J @
Collected Audio, Hurnidity, Motion, Temperature
Shared Audio, Humidity, Motion, Temperature
Security Updates Consent-based

Access Control

Password - User Generated, Multi-factor
Authentication

@ LG

Security & Privacy Details
Susti
Smart Voice-activated Thermostat 4MOG
Firmware version: 1.3 - updated on: 07/31/2023
The device was manufactured in: China U.S. CYBER TRUST MARK
Security updates Consent-based - Available until at least 08/30/2026 e
Access control Password - User Generated, Multi-Factor Authentication ¢
Security oversight www.thermostatsustios.comy/security_audits °
a Ports and protocols www.thermostat sustios.comy/ports ©
Securi Hardware safety www.thermostat sustios.comyhw_safety °
Mech safety www.thermostat.sustios.comy/'sw_safety (]
Personal safety www.thermostat.sustios.comy/personal_safety °
www.thermostat sustios.comv/vul gxyt ©
ft and hardware composition list www.thermostat sustios.com/BOM °©
yption and key www.thermostat sustios.comyencryption °
Sensor data collection ' Audio Motion
Sensortype = Merophone ‘ Mation sensor
Collection frequency = When an event happers. | | whenanevent happens
Purpose | Providng and rmpming devics functions i Provicing and improving devioe functons
Data stored on the device | Agressted or anonymized Agiregited or anonymized
Local data retention time | 1 rrtion | | Noretnion
Data stored in the cloud | Asessted o sncrymiznd Aggregated or anorymiced
(@  Cowddataretentiontime | roreeren | | Mo
Data Data shared with = Manusacurer Merutacturer
Practices Data sharing frequency | Continous ‘ Continuous
Datasoldto | nere None
Other collected data | Account info, Contact info, Device setup info, Device usage info, Temperature, Hurmidity
Data linkage Data wil not be linked with other data sources o
What will be inferred from user’s data No data inference °
Special data handling practices for children  Yes °
In compliance with GDPR ®
Privacy policy iotregistry.us /sustios/4MOG/ privacy
with your at 10000000000 °
o Email Sustios with your questions at info@sustios.com °
Functionality when offline Limited functionality °
More ! with no data Limited functionality °
Physical actuations and triggers Device blinks when motion is detected °
Compatible platforms Mobile App, Amazon Alexa, Siri, Google Assistant °
CMU loT Security and Privacy Label CISPL1.0 iotsecurityprivacy.org @
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Federal Communications C FCC-26-50

Before the
Federal Communications Commission
Washington, D.C. 20554

In the Matter of

Protecting Against National Security Threats to ET Docket No. 21-232
the Communications Supply Chain through the
Equipment Authorization Program

THIRD REPORT AND ORDER AND THIRD FURTHER NOTICE OF PROPOSED
RULEMAKING
Adopted: July 22, 2026 Released: July 23, 2026

Comment Date: |30 days after date of publication in the Federal Register]|
Reply Comment Date: [45 days after date of publication in the Federal Register]|

By the Commission: Chairman Carr and Commissioner Trusty issuing separate statements.
TABLE OF CONTENTS

Heading

Paragraph #

I INTRODUCTION
II. BACKGROUND
A. The First Report and Order and Further Notice
B. The Second Report and Order and Second Further Notice
C. Covered List additions of equipment “produced in a foreign country”.
THIRD REPORT AND ORDER
. Logic-Bearing Hardware Components. "
Components Prohibitions Limited to Producer/Provider-Based Determinations....
. Marketing
. Clarifications regarding Modifications Such that Previously-Authorized Equlpmem
Would Become Covered
Re-Certifications Required of Covered List Entities for Any Change to Equlpmtm .
Definition of “Critical Infrastructure” as used in the Covered List ..
Rule Correction and Clarification
Regulatory Impact Analysis.
HIRD FURTHER NOTICE OF PROPOSED RULEMAKING
. Bifurcating Covered List rules
White Labeling
Hardware and Software Bill of Materials
Software and other Components produced by Covered List entities.
. Requiring certification for devices in Covered List sectors...........
Importation under 47 CFR § 2.1204
Marketing under 47 CFR § 2.803
. Use of FCC Logo, 47 CFR § 2.1074
Streamlined revocation, 47 CFR § 2.939
Permitting permissive changts for basic software and hardware updates, even for

“covered” equipment JUUUSUSR .7
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__EUSE
4.1 EU CRA 1

A
How the Cyber Resilience Act"
‘ will work in practice ..«

2022

90% of products 10% of products

Default Critical
category “Class I"

Application of a standard

Self-assessment or third-party assessment

Third-party assessment

Criteria:
« Functionality (e.g. critical software)
«» Intended use (e.g. industrial control/NIS2)
« Other criteria (e.g. extent of impact)

Criteria:
n/a

Critical products

Examples Examples (Annex II1) Examples (Annex IlI)
@ Photo editing % Password managers 4 Operating systems

Word processing 3 Network interfaces ' Industrial firewalls

Smart speakers 2  Firewalls &l CPUs

Hard drives &% Microcontrollers g¢ Secure elements

Games R - (< - elc

etc.
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4.1 EU CRA 1l
B EU CRAQ| SBOM & HE QA
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Art. 3(39)
89

Annex |
Part Il (1)

Annex VI
2(b)

Annex VI
(8)

Art. 13(24)

‘software bill of materials' means a formal record containing details and supply chain
relationships of components included in the software elements of a product with digital
elements;

[Manufacturers of products with digital elements shall:] identify and document vulnerabilities
and components contained in products with digital elements, including by drawing up a
software bill of materials in a commonly used and machine-readable format covering at the
very least the top-level dependencies of the products;

necessary information and specifications of the vulnerability handling processes put in place
by the manufacturer, including the software bill of materials, -

where applicable, the software bill of materials, further to a reasoned request from a market
surveillance authority provided that it is necessary in order for that authority to be able to
check compliance with the essential cybersecurity requirements set out in Annex I.

The Commission may, by means of implementing acts, - specify the format and elements of
the software bill of materials -

22 (Regulation (EU) 2024/2847) o|n|

SBOM = 24R40| ALK B2
BIHE 22 BA JI=
XE O]9 JIHEHE ®AL KA A

JNIEZM(FHAE Hdl Z2XHO0
SBOM X gt

NEZAINZ0 01R U= ¥ A
M=

Ho-QA= 0IHHEOE 2HISH It
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4.1 EU CRA I
W EU CRA 23 X3 H= (35)

EN 40000-1-2: Principles for cyber resilience

» Covers CRA Annex |, Part 1, Requirement 1
* Process standard to ensure products are developed and maintained with a risk-based approach to cover
any security risks (as a catch-all, as 2a-m do not cover all possible cybersecurity risks)

* Implementation demonstrated via documented process outputs

EN 40000-1-3: Vulnerability handling

» Covers CRA Annex |, Part 2
* Process standard to ensure products are maintained in a secure state using a risk-based approach

* Implementation demonstrated via documented process outputs and actions in the market (updates,
notifications, recalls, etc.)

EN 40000-1-4: Generic security requirements

Covers CRA Annex |, Part 1, Requirement 2 (a-m)

Product standard addressing a specific set of security requirements by mapping security objectives to a
catalog of possible security controls
Implementation demonstrated via the product itself and/or supported by technical documentation

HlI62] FOSSLight Community Day - 2026.10.28 22
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4.1 EU CRA 1
B prEN 40000-1-3 [PRE-7] SBOM Q1 AKE}

o =

PRE-7-RQ-01
PRE-7-RQ-02

PRE-7-RQ-03

PRE-7-RQ-03-RE

PRE-7-RQ-04

PRE-7-RQ-05

PRE-7-RQ-06

PRE-7-RQ-07

PRE-7-RQ-07-RE

MHX
e
MO

All software components contained in the product shall be identified and documented.

For each component identified in [PRE-7-RQ-01], the following information shall be included:
Software producer / For open-source software, which is supported by an open-source steward,
this is the name of the stewarding organization : Component name, Component version

An SBOM shall be drawn up, including at least the top-level dependencies that are contained in
the product -

All the software components identified in [PRE-7-RQ-01] shall be drawn up in the SBOM to
detect transitive dependencies when technically feasible.

The SBOM shall be assembled in a structured, machine-readable format.

If the software component is updated with a new build or release, a new SBOM shall be created

Metadata for the SBOM shall include: SBOM Author, Version, Timestamp

-+ the following information shall be included: Information as required from [PRE-7-RQ-02] ,
Dependency Relationship, and Unique component identifiers

If the supplier provides the hash and the corresponding algorithm for the component, it shall be
included in the SBOM.

M AFHE A
ATEAAH XIZEKXE,
AELHEZ, AXHE
HH

514 B4 OE M

2 C O A SBOM

L& X-HE- A
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4.1 EU CRA 1

W prEN 40000-1-3 [PRE-8] HBOM 1At
o

PRE-8-RQ-01 Hardware components that are integrated in the product shall be identified and documented.

[HX
o
MO

OIE0 HEHE A
H

=

For each identified hardware component as per [PRE-8-RQ-01], the following information shall
be recorded:

— Hardware producer

— Component name

— Component identifier

— If applicable, firmware version

- (BE) OolCEY 0 BLHE
PRE-8-RQ-02 (=) éf 5 %HE

NOTE 3 Further available information can be recorded, such as:

— Part number

— Serial number

— Batch number

— Component version

— Production date

— Hardware revision
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- Part 1: CRA 28t @ )at
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- Part 3 : -r'IQPé-I ﬂ Eltl §I| Technical.C%uideline BSI TR-03183:
Cyber Resilience Requirements for
- Module H : CRA Hgtd &It (Full Quality Assurance) Manufacturers and Products
>< |SO/|EC 2700,I , 27002 9_—'1*'__63 g*zl Part 2: Software Bill of Materials (SBOM)
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- O MBS EH HE=E 2= AZEY N (primary + 3 party components)

- OISl AZEQ HMOICH B0l SBOM &4 E

- SBOM Z M (static data)lil= M M ZehotH Ot > FUM ZM (F1J) : CSAF (VEX g

- IO - JIHIH 2] Jtset (machine-processable) CycloneDX 1.6+ or SPDX 3.0.1+ (JSON or XML)
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&111] TR-03183-2 EE « CISA 2025 - 2026 Hlu!
CISA 2025 Z2!

SBOM Creator of the SBOM (0IHI & -URL) Required
SBOM Timestamp Required
SBOM SBOM-URI Additional
ZEHE Component Creator Required
ZIEHE  Component Name / Version Required
ZEHE Filename of the Component Required
ZEHE Dependencies on Other Components Required
dEHE Distribution Licences Required
ZIXHE  Hash of the Deployable Component (SHA-512) Required
ZIEHE  Executable / Archive / Structured Property Required
HEHE gource Code URI / URI of the Deployable Additional
omponent
ZIEHE  Other Unique Identifiers (PURL, CPE, SWHID) Additional
ZEHE Original Licences Additional
HTLE Effective Licence / Source Code Hash / Optional

security.txt URL

CISAHE -

SBOM Author SBOM Author

Timestamp SBOM Timestamp
Software Producer Component Producer
Component Name / Version Component Name / Version

Dependency Relationship Component Dependency

Relationship
License Component License
Component Hash Component Hash Value
Software Identifiers Component Identifiers

+ Tool Version, Hash Algorithm,
Tool Name, Generation Context Author Signature, Data Format
Name-Version, SBOM Version
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6. SBOM1} VEX

VEX (Vulnerability Exploitability eXchange)2 HoF ¥ ofE 0|

*Not affected

- SBOM: X HH (HIZ0H 2240 S Y= W NO RISK

- H9H(VULNs): A& 2801 84
w &gt = VEX
- gk UAS(Affected), 2 Z(Not affected)S =2 ’V
- 0 ot 2HE 22 (Information sharing) e L°°‘”®

INFORMATION SHARING
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6. SBOMi VEX
B CISA VEX XA 23418t (2023.4)

- VEX 2M: HUE AE JIs 42

— doc_id - doc_version - author - X|X 2. X|E & k|2

- sHZE =+ 85

— not_affected — 2 H = B 8% / affected — £X| &H

- HES HEOIL VEX £7 I
— 0ll: @4l(CSAF-CycloneDX:OpenVEX), = (vexctl- A 1A - 2+2] A|AE)
- M8g 32 M HEHHIOIH2E 2= VEX StatementE L&t

(VEX Statement) 1JH 014 +

= A HIEHAIOIE

VEX document

Document metadata

VEX statement 1

______________________

______________________

VEX statement

Statement metadata

Status

Vulnerability details

Product details

e fl(implementation)HIM Ol ME JIs X322 B4
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6. SBOMdt VEX

B VEX status 3! Justification

. . ey . . . e . cp- . =Tb " HOIH
g No remediation or mitigation is required. The vulnerability does not affect the justification #&(SHOULD), o™

listed [product_id]s. impact_statement E4=(MUST)
Actions are recommended by [author] to remediate, mitigate, or otherwise : m A
affected address [vul_id]. The vulnerability affects the listed [product_id]s. action_statement S :(MUST)
fixed The listed [product_id]s contain fixes for [vul_id]. —
under_investigation The [author] of the VEX statement or other relevant parties are investigating H= S AN B2 QA

and have not yet declared a final [status].

justification (not_affected 2 H 55)

Component_not_present o ATHETHEN g2

Vulnerable code not present ZEHE= QO FHOF A= &M e
Vulnerable code not_in_execute path XoF AT UCLL S =-AE0HK] 42
Vulnerable code cannot be controlled by adversary AMEETEH SATHHHE & 82
Inline_mitigations_already_exist L3l-ol Ml EJtet HE B2 JIs0l =1
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@ LG

B SBOMit VEX 22l-HZ 0l (CycloneDX)
< BHEHO| HFY O VEXO versiondt 22 THHIAl — SBOMS THES THAME 2@

SBOM — 2l AN} 18 VEX — THO0l HHE DHOHCH 221

{
"serialNumber”: "urn:uuid:3e671687--",
"version": 2,
"components": [{
"name”: "log4j-core”, "version": "2.14.1",
“purl": “pkg:maven/org.apache.logging.log4j/
log4j-core(@2.14.1",
"bom-ref": "comp-log4j-core”
1
}

PURL
dEHE (£9)
O "A-EL0HML Sot=s 52 012

{
"serialNumber"; "urn:uuid:9alc ", "version"; 1,
"vulnerabilities": [{
"id": "CVE-2021-44228",
"analysis": { "state": "not_affected",
"justification": "code_not_reachable" },
il “affects": [{ "ref":
"urn:cdx:3e671687----/2#comp-log4j-core" }]
1]

}
serialNumber + version bom-ref
SBOM gisi= 2 otAIHE
Ht Z2]A9 SBOMOIX] XA urn:cdx: - #bom-ref £ &&t5| X|&
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7. etHIE
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- 2B THPURL:
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- QIHICIS - HQI012] AFZEXITH
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8. SBOMY

- Al A\ ARIO| E4= HHE
EZo =Xl Al S5

SBOM for Al clusters

* CISA-G7 55 (2026.5) : G7 794 J E
« 0|2 OFd #11 : &2HHSBOM A ARAMN =

4.
-AlTIEd &2 22 OITHE

S2iAF

SBOM author - version - data format name/version - author signature - tool name/version - generation context -
Metadata : : :
timestamp - dependency relationship

System name - components - producer - version - timestamp - data flow - data usage - input/output properties -

System Level Properties intended application area

Model name - identifier - version - timestamp - producer - description * hash value * hash algorithm - properties -

Models : . > : :
input-output properties - training properties - license - external references

Dataset hame - description - content - identifier - hash - provenance - statistical properties - sensitivity - dependency

Datasets Properties : oo
relationship - license

Infrastructure Infrastructure software - Infrastructure hardware (HBOM & 3)
Security Properties Security controls - Security compliance - Cybersecurity policy information (security.txt) - Vulnerability referencing
KPI Security metrics - Operational performance KPIs
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