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EN 40000-1-2: Principles for cyber resilience
• Covers CRA Annex I, Part 1, Requirement 1

• Process standard to ensure products are developed and maintained with a risk-based approach to cover 
any security risks (as a catch-all, as 2a-m do not cover all possible cybersecurity risks)

• Implementation demonstrated via documented process outputs

EN 40000-1-4: Generic security requirements
• Covers CRA Annex I, Part 1, Requirement 2 (a-m)

• Product standard addressing a specific set of security requirements by mapping security objectives to a 
catalog of possible security controls

• Implementation demonstrated via the product itself and/or supported by technical documentation

EN 40000-1-3: Vulnerability handling
• Covers CRA Annex I, Part 2

• Process standard to ensure products are maintained in a secure state using a risk-based approach

• Implementation demonstrated via documented process outputs and actions in the market (updates, 
notifications, recalls, etc.)
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