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Close » « Open Source i
O exactMatch Q) @ | +Advanced Search
Basic Info 0SS Details
O Exact Match
[ Exact Match
Personnel -

0SS Vulnerability

[ Exact Match

[ Exact Match

Others

Deactive

O Exact Match
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« Project » [
OmPojet Q 9 @ |7 Adva.nced Search
option selected
Basic Info 0SS Details Others

Personnel & Division

Project Details
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ulnerability Discovere

e
o
e
o

AI: 7127 0|4 Al 3{op
S

CH 4t Identification Confirm

ight Hub Moti

224 A SSBHLICE
ZEHE 3 IIEH 04 3
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Project Name

Registered Data

Project Version

Security Mail

Security Respensible Person

Operating System

Distribution Type | Metwork Service Only?

Distribution Site

055 Notice

Priority

Creator

Division

Reviewar

1=
Hu
12

% Vulnerability Information >

055 Name 055 Varsien

0.4.32 CWE-2024-40857 a0

Vulnerability ID Score

Summary
Im the Linux kernel, the following vulnerability has been resolved:
ACFI- platform: Use acpi_bus_get_primary_devicel)
The acpi_get_first_physical_noded{} usage in acpi_platferm_fill_resource{}
and acpi_create_platform_device() is generally unsafe because in theory

the device retumed by it may be freed at any time [1].

It i also inefficient because acpi_get_first_physical_noded) is called
miultiple times for the same argument which can be avoided.

Address thesa issues by using acpi_bus_get_primary_devicel) instead of
acpi_get_first_physical nodel) and adjusting the code to call it just
ance at the beginning of and acpi_create_platform_devicel) and drop

the device reference acguired by it upon the return from that function.

Official Security Patch Link | Published Date

K

hittps:figit kernelorgfstable/ oS
27a497fb2efT7a55 17 0eele 200
Te2edc357bd2e

hittps:fiait kernel orgistable/cls
30c5a3482503

hittps:iigit kernel org fstabla/cla
Sbaddd213bf3f435d9ef0dE 3
J5i30360balbd

hittpes:fait kernelorg stablafcic
Sd202d3b6e 2 BeBoTT Sed 2200
0d2f7abEB5catl

2026-09-25 2026-10-21

2024-07-26 2026-10-22

[ Modified Date

|m
oz
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Vulnerability Summary

2S5 AlE: Identification Confirm A| 2H&2HL|C}

| I] Vulnerability Summary : "j l"
e we o 319 7|25 0l 40| ot orgol ASELICY
0|&2] yulnerability 7t A& &3 SLICH Otg: 7|T'__II:-I| Dl D|_|'9-| E(:: Tl —|I:I|:-|| 9\| ?:-II EEI:! Ll I:l-.
' Ord: 2oF F YOl dE&IA| BELICH

« Vulnerability Information »

The following open source cannot display full CVE information because the version is missing. On the Identification tab, enter the following open source
VErsion.

- android-external-perfetto

FOSSLight Hub Notification

HO| N/AQI QE AAE= HOHF

Identification 2 Of| A

0SS Name 0SS Version Vulnerability Score

node-glob 10.4.2 0 1 0 L 0 i}
mermaid 943 o B 5 L 1 0
gs 6.10.1 0 ) 3 L0 0
wpa_supplicant 2.9 2 @ 3 L 0 0
zlib 1.2.11 : 0 1 L0 0
@koalcors 3.1.0 0 1 0 L0 0
morgan 1.10.0 0 0 3 L 0 i}
node-semver 6.3.0 0 0 1 L 0 1
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Vulnerability € =4 (& 27

Security Mail (Vulnerability)= Disable 2 A &S} H “Vulnerability Discovered” H| 20| 2& & X| Q& L|CL.

Disable® A58 A2 YEA AR E 22ieof gL,

fosslight project test (1.0) | Progress | | B e |

Project Information < DWW @

Project Name” Project Version Priority”
fosslight project test 1.0 P2 v
View Permission Security Mail (Vulnerability)

Creator & Editor Enable

Operating System” Distribution Type”
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Linux v General v

Network service only? O Yes ® No

Distribution Site” 0SS Notice

® opensource.lge.com O N/A @® General O Platform-generated O N/A
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' SH
Review Report - 7| = &
Review Report= Project2| Identification Confirm A| SBOM L &= HE O 2 Eh =&l L|C},

“ FOSSLight Title

FOSSLIght Review Report * Project Name(Version)
: : » Sl{ project share url 23
fosslight project test(1.0)

Report Summary
Project fosslight project test(1.0) Report Summary
Date 2025-04-09

TR * Project Name(Version), Date, Requestor, Reviewer HE7} Z7|ElL|Ct

Reviewer hyesung.choi

License Review

License Name User Guide Restriction

License Review
Free for personal use, but need to contact the author f
Non Commercial Use | ©F commercial use Non-Commercial Us

[}
=
&
o

S

©

—

oo

o

-
o

[}

O

—

>

o
(%]

c

[}

Q.
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(%}
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_
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L
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n e
MR SHHERANREEEABAAEINIERES || SomerRaaiwl * License Name, User Guide, Restriction A&7} 27|gL|Ct

B A| 222 U License 227t 7|0, ¥ 4Ag U 0t
2@ Lt 24 B E ZIW7F FELCE CHEO| LGPL L
braréiﬁ} Static Linking Al0jl= LinkingEH= Object Code®
S7H8HOF BHLCt.

F9| : EHQ10| GCC7|¢HY Z2 BN AATEE N BE|
OfO gHLiCt.

To distribute the software, notifying copyright and lice

.3 nse is required and disclosing original and derivative w
LepLont ork is also required. And in case linking with LGPL Libra
ry statically, the object code that is linked has to be dis
closed
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Review Report - &AM &

0SS Review (Important Notes)

055 Newe Important Notes 0SS Review (Important Notes)
Check the license for the dataset: https://github.com/openai/whisper/t

" ree/main/data —
sucnal itizper Among the datasets used, there is one with CC-BY-NC-4.0 (Non comm * OSS Name, Important Notes @27} H7|&L|C}.
ercial use only).

0SS Review (Summary Description)

0SS Name Summary Description
This font is free for PERSONAL USE ONLY! . L.
But if you want to get a commercial license, it's available at: http://ww 0SS Review (Summary Descnptmn)
Bakery Font w.stereo-type.fr
7012 AFR-2 ZHRE |9, commercial license HdH= AL, http://www.ster L _
eo-type.frojlA| 70§ 7458 T e 0SS Name, Summary Description 27t 22| ElL|C}

There are no clue for license in the .jar (source code) but only a Public-
Domain statement in /org/bouncycastle/est/jcajce/JsseDefaultHostna

okix-idk15 meAuthorizer.java

But the .pom says license reference is "https://www.bouncycastle.org/li
cence.html’ which has MIT text.(2022.10.07)
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Vulnerability
0SS Versio
0SS Name Max Score Vulnerability Link
" n = Vulnerability Review
libxpm 35.13 8.8 http://osc-dev.Ige.com/vulnerability/vulnpopup? ossNa

= = ¢ OSS Name, OSS Version, Max Score, Vulnerability Link A&7t Z7|glL|C}.

U-Boot 134 9.8 http://osc-dev.Ige.com/vulnerability/vulnpopup? ossNa
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Review Report CH22E - 07 O|=

+ @ X @

] ID ~ Project Name Status 0SC Process Download Distribution Type
O 5100 terminate test Progress > beneral

O 5099  cliTest(L.0) Progress [ Identification J>[ Packaging }> Distribution @ Seneral

0 5008  cliTest Progress [ Identification }>{ Packaging }:v Distribution @ beneral

(J - 5097 Example Project From 3rd party SW (1. > General

(J 5096 prj.min (1) > @ General
O 5093 db test (1 Copied) Progress > @ General
O 5092 min prj(1 Copied) Progress > @ General
J 5091  android min Progress [ Identification } > { Packaging } > m @ General

[}
S
&
o

S

©

—

oo

o

-
o

[}

O

—

>

o
(%]

c

[}

Q.
@)

(%}
2

c

o

_
)

|}
@
[T
(U]
—




LGE Internal Use Only

Review Report Cr22E - O H&
cliTest (1.0) | Progress | [ \dentification | > | Packaging | > [Euiricsd® |

|

O FOSSLight Report (Spreadsheet)

Loaded Item Loaded Tah(Count)
FOSSLight Report (YAML)
O P SPDX (Spreadsheet) test dep button DEP(1),SRC(1)
SPDX (RDF) page | 1 | of1 S To.tal(l): Project/3rd party(1) FILE(0)
SPDX (TAG) ponents: 3rdParty(0) DEP(1) SRC(1) BIN(0)
SPDX (JSON)

3rd party o _
CycloneDX (JSON)

CycloneDX (XML)

ReviewReport
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ID Referen 0SS Name 0SS Version License Download Locat Homepage Copyright Text Vulnera  Notic« Sourc Restrictic admin

bility check
O
~ Q X |~ Q X ~ |4 X ~ 4 X ~ Q x ~ |Q X >= 4 X
4 BIN com.itextpd... 7.2.3 AGPL-3.0 https://mvnreposi https://mvi P XV XV o
https:// .
3 SRC  MongoDB 3.02 AGPL-3.0 RS/ WWWE |t os://ww cm v v 0

Different from DB
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SBOM Compare - T2 ME /I EH

5 Project Zt SBOME H| gt L|Ct,

+ 8 & o
D~ Project Name Status OSC Process Download Distribution Type Security
5435 new project create test (1 Copied > General
5430 Test empty file project > General

S pess (i ) - (TN B
s17  Test oroject open (100 progress  (eenincaton ) > (RN B Genera oo to rese 3
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SBOM Compare - HZA L4

H| WS}= 5 Project 7t add/change/delete® 0ss HEE 2+QIgtL| T},

BOM_Compare

8 541 5430 Q
=
6]
£ 4
o
(Y0 Status 055_Before License_Before 0S5 _After License_After
(@) |
— .
[a add aws-sdk-js (2.875.0) Apache-2.0
8 delete expat (2.4.9) MIT
—
o delete npmeobject-assign (4.1.1) MIT
(V]
c delete MongeDB (3.0.2) AGPL-3.0
()
o delete npm:follow-redirects [1.14.9) MIT
17, delete npm:ige-example (1.0.0) LGE Proprietary License
O
c delete npmcreact-iframe (1.8.0) 1sc
e
s delete npm:axios (0.21.4) MIT
[S]
2 delete npm:lodash-es (4.17.21) MIT
(N N]
) ‘ ,
-
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SBOM Export

ReviewReport
10 DE:  pypracurs... https://pypi.org https://gith U

New version Required

3rdparty DEP  SRC  BIN [N B -
[0}
o
& |
o
e FOSSLight Report (Spreadsheet) ) . . o o :
© ID Refe 1 License Download Locat Homepage Copyright Text Vulnera Notic( Sourc Restrictic admin
tén FOSSLight Report (YAML) bility check
o SPDX (Spreadsheet) O
[}
o SPDX (RDF)
> ~ | Q X ~ |Q X |~ | x ~ Q X >= @ X
- SPDX (TAG)
c
<3 1 pe SPOXUSON , https://pypi.org https://gitt 0
@] SPDX (YAML) Required
(%]
g CycloneDX (JSON)
o 9 DE https://pypi.org https://gith o
ot CycloneDX (XML) Required
o]
o
O
—

1 DEP  pypi:azure-... https://pypi.org https://gith o

[ PP Mameidend
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= REST APl 22 swagger-UIO|| M 22151 1 H| AEBHL|CY,

$0

Seteca defintion APl 18

0SS & License - 3rd Party - Project - Vulnerability - SelfCheck -
FOSSLight Hub Open API® Code v2
[ Base URL: enterprise.fosslight.org/ ]

Authorize

i

4t 35t TokenS Y2 Q1SS 5| APIZ S EEHLICE
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01. OSS & License >
02. 3rd Party >
03. Project >
04. Vulnerability >
05. SelfCheck >
06. Code v2 >
Models v

FileSystemResource >

InputStream >
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APl Token

User Settings

=]
=

S
o
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ra

Close ~ « User Settings » 1
User Info B Default List =il
User Name Dashboard
| | License

Open Source
Division
Project
r 3rd Party
Email Binary DB
Vulnerability
Self-check

Change Password

Expiration Date : 2027-09-08

Default Language

English
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FOSSLight Hub
Verify Password

(1/2)

|_IO pa

e d

A

A
Token
1% 0| 72| User Settings
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Token & (2/2)

User Settings 2t HO|| A APl 2 =0f| AHE S Token= H =8 LILCH.

« Dashboard User Settings » 0
User Info B (hew-)  Defaultlist = @ Create Token
EL = o dias})
— P CLreEate Token HHE2 =12 Token= =&
ojsjel_|x License | |-
Open Source
Division
Project
LG Electronics
3rd Party (@ Token / Expiration Date

Email Binary 08 LS =l Token2 SALHES E S ARSI
S Vulnerability El'_
Self-check Ot = Y (Expiration Date)= 2} 212} L|C}.
O| Token= Swagger-UI12| AuthorizeOf| &
= EiElE,

$200090208000000002020008000090000000000)
Expiration Date : 2027-09-07

Default Language B
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FOSSLight Hub Open API® @ Authorize
i e s o e 2 =35t Tokens=
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01. OSS & License >
02. 3rd Party >
03. Project v
7:7'? /api/v2/projects =23e 8% x5 2

10 /api/v2/projects ZEHs s a
—u:;—_ /api/v2/projects/models Z=ME 25 &% x4 a
m /api/v2/projects/{id} ==4= 4% a
m /api/v2/projects/{id}/editors === Edior #7 a

| /api/v2/projects/{id}/models === 2% %23 Y

| /api/v2/projects/{id}/packages Packagng L% HEc Y

| /api/v2/projects/{id}/reports CiZ AL identfication OSS Report Y2= &

o
I
re
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APl & 0f - OSS &4

H0HF| oY 0| HAE 05SE St Z2MES HMBHLCE

m /api/v2/oss 0SS S5 =3
’ ossNameExact

string

0SS Name Exact Flag (values: Y or N)
0SS O|Z, t{H, Download URL tE= CVE IDE 0SSE Z{MBHL|Ct.

(query)

auery Default value : Y

(]

o Parameters

& Y

(@)

% Name Description ossVersion

o : 0SS Version

%D countPerPage string

E integer($int32) Count Per Page (max: 10000) (query)

8 (query) Default value 10000 ossVersion - 0SS Version

—

>

8 10000 page

c integer($int32) Page

] cveld (query)

8- e CVE ID ey Default value : 1
(query)

n

O cveld - CVE ID

c 1

(@]

= downtoadtocation

8 Srring Download Location

w (query)

(U] downloadLocation - Download Location

—

downloadLocationExact
Download Location Exact Flag (values: Y or N)

string

L Default value : Y
Y

ossName

string 0SS Name

(query)

ossName - 0SS Name




[}
=
&
o

S

©

—

oo

o

-
o

[}

O

—

>

o
(%]

c

[}

Q.
@)

(%}
=

c

o

_
)

|}
@
L
(U]
—

03. Project
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API E8 0 - Z2HE HA

modelNameExactYn
Model Name exact match (Y: true, N: false)

m /api/v2/projects Z=HE S5 x3

Jon

S

ot
&
ot

Parameters

Name

countPerPage
integer($int32)
(query)

createDate
string
(query)

creator
string
(query)

division
string
(query)

modelName
string
(query)

0| A= Z2REE U7 HO|X| Y2 HMLICE 23| 2047 g1OH Y liste} totalCount 02 EHHBLICY

Description

Count Per Page (max: 1000)

Default value : 1000

1000

Create Date (Format: fromDate-toDate > yyyymmdd-yyyymmdd)

createDate - Create Date (Format: fromDate-to

Creator

creator - Creator

Division ("Check the input value with /api/v2/codes™)

division - Division ("Check the input value with ,

Model Name

modelName - Model Name

string
uer c
(query) Available values: N, Y
Default value : N
v
ossName
S enang 0SS Name
(query)
ossName - OSS Name
ossVersion
string 0SS Version
(query)
ossVersion - OSS Version
—page
integer($int32) Page
uer)
(L0 Default value : 1
1
prjldList
eray [staing] project ID List
(query)
priName
string Project Name
(query)
priName - Project Name
priNameExactYn
S Erang Project Name exact match (Y: true, N: false)
uer i
(0 Available values : N, Y
Default value : N
v
status
string Status (PROG:progress, REQ:Request, REV:Review, COMP:Complete, DROP:Drop)
{aeny) Available values : COMP, DROP, PROG, REQ, REV
updateDate
string Update Date (Format: fromDate-toDate > yyyymmdd-yyyymmdd)
(query)

updateDate - Update Date (Format: fromDate-1




LGE Internal Use Only

3
O
3=
O
an

321}J0 Weidoud 924n0S uadQ $21U0J3I3|T O]




LGE Internal Use Only

Edit Mot 2F - 2 2tH

Project > Information

test | Progress | Request Permission

Project Information

(]
9
&
o Project Name test
€
S Project Version
(eT0]
o
a Priority () P
(O]
(@]
S View Permission Everyone
o
‘2 Security Mail (Vulnerability) Enable
(]
8‘ Security Responsible Person ()
(%]
9 Operating System Linux
c
o
8 Distribution Type () General
Q
(NN] Model Information ¢
U}
-

Additional Information

Edit Permission
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FOSSLight Hub Notification

[0SCI[PRJ-11602] : "uto|&|2l(u_hyeinl.lee)" requested edit
permission : "min project (1)"

Comment

2Ht0|8|2! has requested edit permission. Clicking the button below will take you to a link
where you can approve or reject.

o[l o] HE AsHE QHSIUSLICE of2f HE S2IA| 52 E= HE & S A= g32 ¢F
of Eluct.

Approve/Reject

Registered Data

Project Name min project
Project Version 1
Security Mail Enable

Security Responsible Person

Operating System Linux
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Distribution Type / Network —
Service Only? Contribution / N
Distribution Site opensource.lge.com
0SS Notice N/A

Priority P2
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Edit #ot @ - &Y

Project InformationOf| T 2I5tH Mot 278 & 0| EA|E L|CE

FOSSLight Hub
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Custom Columns

Columns Setting e B ——
o , .
o [ Restore Defaults x
&=
= °1{ @ - =
= | B .
o “ - HE oY
5 ) B License Name + License
g - ' = Open Source
o O | Identifier , = Project
O 1 .. § = 3rd party
3 || License Type = Self-Check
L) o | n
S | B Restriction . - HEHW
(o

o - YE YPYHES 29

© o | B obligation k + 2} B %4 2 Default Column 2to] =X
= [ ) < 3] 1A 8t 42 column 27
S 01 & Website « AME UL MYE, O 2O MIE SYH ZU22 M8 IS
)
D B () User Guide
(NN =
© —
4 . || Creator Be

Cancel Save | Page L | oS5 = = 15w Count: 811
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Share URL

Project > Project Information O A & =2 gLk
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