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FOSSLight Hub + Scanner 연동 사례

LG전자 Open Source Task 김소임
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CONTENTS

FOSSLight Scanner Updates

FOSSLight Scanner 유용한옵션

FOSSLight Scanner + FOSSLight Hub 연동사례
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FOSSLight Scanner Updates
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Pull Request - coderabbitai 리뷰 받기

자동으로
리뷰

받으세요
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-e (exclude) 옵션: 분석 제외

-e <pattern> : 파일또는폴더를분석에서제외

fosslight –e “dev/” “*.jar”

분석 속도
UP
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FOSSLight Scanner 유용한 옵션
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FOSSLight Scanner – 실행 모드 선택

오픈 소스 분석

툴을 선택하여
실행 가능

분석

SBOM 
(FOSSLight Report)

비교

Compare
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-s <parameter 정의 파일>

https://github.com/fosslight/fosslight_scanner/blob/main/tests/setting.json

스캐너별세부옵션설정

fosslight –s setting.json –p .

https://github.com/fosslight/fosslight_scanner/blob/main/tests/setting.json
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분석 결과에 오검출이?

OSS Name : fosslight_scanner, OSS Version : 1.0, License : Apache-2.0

다음 스캔에는
정정한 정보로

출력하고 싶을 땐?
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sbom-info.yaml

https://fosslight.org/fosslight-guide/scanner/etc/sbom_info.html?highlight=sbom-info.yaml

스캔결과정정/제외설정방법

단, FOSSLight Dependency Scanner에는적용되지않음

sbom-info.yaml이분석 Top directory 에위치하면이정보를우선적용

Sbom-info.yaml적용하지않고자할땐, --no_correction

다른파일명으로적용할땐–correct_fpath <path>

https://fosslight.org/fosslight-guide/scanner/etc/sbom_info.html?highlight=sbom-info.yaml
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-w <url>

Git clone 또는wget가능한링크를입력

소스를다운로드받아분석결과추출

fosslight –w “http://github.com/fosslight/fosslight_scanner”
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FOSSLight Scanner + Hub 연동
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FOSSLight Scanner와 FOSSLight Hub 연동
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CI/CD 통상적인 구조
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CI/CD with FOSSLight

FOSSLight Scanner

SBOM 
추출
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SBOM 추출

OSS Name, Version, License, Download location 추출
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FOSSLight Hub API

https://fosslight.org/hub-guide/advanced/2_rest_api_2.html

License name으로 License 정보조회

https://fosslight.org/hub-guide/advanced/2_rest_api_2.html
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FOSSLight Hub API

https://fosslight.org/hub-guide/advanced/2_rest_api_2.html

API > License 조회
• Restriction 여부를체크

“Non-commercial only”

https://fosslight.org/hub-guide/advanced/2_rest_api_2.html
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CI/CD with FOSSLight

FOSSLight Scanner 분석 > SBOM 추출

 API로 License 정보 조회하여
Restriction 있는 License (ex. Non-commercial) 알림
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CI/CD with FOSSLight

FOSSLight Scanner

FOSSLight Hub

SBOM
업로드
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CI/CD with FOSSLight

FOSSLight Hub API를 이용한 SBOM 릴리즈

 1. 이전 버전의 SBOM 파일 다운로드

2. FOSSLight Scanner SBOM Compare 기능으로 
이전 버전 대비 OSS 변경 사항 메일 알림

3.  신규 SBOM을 업로드
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FOSSLight Hub API

https://fosslight.org/hub-guide/advanced/2_rest_api_2.html

이전 버전
SBOM
다운로드

https://fosslight.org/hub-guide/advanced/2_rest_api_2.html
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FOSSLight Hub API

https://fosslight.org/hub-guide/advanced/2_rest_api_2.html

최신 버전
SBOM
업로드

https://fosslight.org/hub-guide/advanced/2_rest_api_2.html
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SBOM Compare 

OSS 변경내역을Html 포맷으로추출하여메일에첨부
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CI/CD with FOSSLight

FOSSLight Scanner

FOSSLight Hub

SBOM
approval
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SBOM 리뷰 & Approval
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CI/CD with FOSSLight

FOSSLight Scanner

FOSSLight Hub

License 
점검

이력
관리

보안취약점
모니터링 메일

발송
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보안취약점 모니터링 메일
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Coming Soon…
FOSSLight Scanner네버엔딩레볼루션
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「
」
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Q&A
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