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FOSSLight Scanner Updates
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Pull Request - coderabbitai 2|5 7|

)] 25 github.com/fosslight/fosslight_source_scanner/pull/265

Y  f FOSS (i OSC_ISSUE_SOIM ¢; HARMONY-ISSUES ¢; OSCT ¢; HOSC B ¥OiAtd ¢ REVIEW_MENT [y Google #9 @LGEEEE

Ignore binaries during ScanCode scan #26°
¥ Merged “ i

soimkim merged 1

pyproject.toml

v src/fosslight_source/run_scancode.py

159 for root, _, files in os.walk(path_to_scan):
160
161
162
163
164
165
166
167
168
169
170

for name in files:
full_path = os.path.join(root, name)

£O
if not check_binary(full_path, True): Ir
|

continue

except Exception:
continue E
rel_path = os.path.relpath(full_path, abs_path_to_scan) w

rel_norm = os.path.normpath(rel_path).replace("\\", "/")

excluded_files.append(rel_norm)
logger.debug(f"Excluded binary from scancode: {rel_norm}") H F o * R
e -

+
s
+
+
+
+
+
+
-
4
+
-

& coderabbitai Bot 3 weeks agc

LG Electronics Open Source Program Office

A\ potential issue | @ Major
Skip path_to_exclude during the binary pre-pass.

The new os.walk(path_to_scan) still descends into trees that were already excluded above, so large
ignored directories still pay the full check_binary() cost. On repos that exclude build/vendor output, this

can easily become the dominant runtime of the scan. [ ]
CodeRabbit

» ® Prompt for Al Agents
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-e (exclude) &M: =M H| 2]

- -e<pattemn> : ¥ = EHS E401M X

fosslight —e “"dev/" "*jar
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FOSSLight Scanner 78 &4
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Modes
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FOSSLight Scanner - A3 2 E {1EH

all (default)

source

Run all modes {(Source, Dependency, Bimary)

Run FOS5Light Source analysis only

I A =]

O=rx
e

ojr d
2

uZ mjo
(=[]

dependency Run FOS5Light Dependency analysis only
binary Run FO55Light Binary analysis only
compare Compare two FOS5Light reports

Compare

SBOM

(FOSSLight Report)
H|
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-s <parameter ‘32| I} >
+ AT MR S A gt scamer / e / stingjon.

o woocheol-lge Update settingjson @@

Code Elame 22 lines {22 loc) - 518 Bytes

fosslight —s setting.json —p .

2 "mode": ["binary", "source"],
3 "path™: ["tests"],

4 "dep_argument™: "",

5 "output”: "test_result_dir",

[=3]

"format”: ["excel"],
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7 "link": "",

i "db_url": "",

9 "“timer”: false,

1@ "raw": true,

11 "core™: -1,

12 "no_correction”: false,

13 "correct_fpath": "",

14 "ui": false,

15 "exclude”: ["test", "sample_license.txt"],
16 "selected_source_scanner"™: "scancode",
17 "spurce_write json_file™: true,

18 "source_print_matched_text™: true,

19 "source_time_out": 128,

28 "bimary_simple": false,

21 "recursive_dep": falsze

22 }



https://github.com/fosslight/fosslight_scanner/blob/main/tests/setting.json
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=4 20| 2d=0|?

OSS Name : fosslight_scanner, ‘OSS Version: 1.0, ‘License : Apache-2.0

fosslight_scanner / src / fosslight_scanner / clipy 2

()]
=
“q:
(@) 0 dd-jy Add dependency recursive mode @3
S
g Code Blame 138 lines (123 loc) - ©.75 KB
2
o 1 #! fusr/bin/env python
) 2 # -*- coding: utf-& -*=-
g 3 # Copyright (c) 2822 LG Electronics Inc.
= 4 # SPDX-License-Identifier: Apache-2.8
8 5 import sys
c [ import json
(] 7 import os
Q. 8 import os.path
O 9 from argparse import ArgumentParser
c 11 from ._help import print_help_msg
e 12 from .fosslight_scanner import run_main, PKG_NAME
"G 13 from ._parse_setting import parse_setting_json b
2 14 from fosslight_util.help import print_package_version
L 15
O 16
~ 17 w def set_srgs(mode, path, dep_argument, output, format, link, db_url, timer,
18 raw, core, no_correction, correct_fpath, ui, setting, exclude_path,
19 recursive_dep):
20
21 selected_source_scanner = "all"
22 cource_write_json_file = False
23 source_print_matched_text = False
24 source_time_out = 128
25 binary_simple = False
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sbom-info.yaml

220 22 G M| 27 8
T, FOSSLight Dependency Scanner®il= M&85|X| ok

|
« sbom-info.yaml ©] £ Top directory of| Y X|5tH o] MEHE QM ML

libidn: # @54 A0 FF

~_version: "1.5" - # EF 55 AH DN e oE ST
source name or path: - .
- "src/libidn/*" - VErsion.
S exclude: True
license:
e source name or path:
- "LGPL-2.1" u
_ o - "build/*"
download location: "http://fip.gnu.org/gnuf/libidn"
homepage: "https:// ww.gnu.org/software/1libidn” - "tESt_.'r*"

copyright text: "Copyright 2802-2807, Simon Josefsson"

()]
=
b
o

£

©

1

(@)

(®)

1
o

()

(9}

1

=]

(®)
(%)

c

()]

(o
o

[}
i

c

(®)

-
e

(9}
<L
(NN}
(L)
|

« Sbom-info.yaml X-25}X| 91X} gt U --no_correction

- GE Mo 2 M5t W —correct_fpath <path>



https://fosslight.org/fosslight-guide/scanner/etc/sbom_info.html?highlight=sbom-info.yaml
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-w <url>

« Git clone &= wget 7155 J3E Ql=

= o =]
« AAEC}QZC dio} HLM AHp

fosslight —w “http://github.com/fosslight/tosslight_scanner”
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FOSSLight Scanner + Hub ¥-&
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FOSSLight Scanner2}l FOSSLight Hub ¥-&

Software to be analyzed

& FOSSLight Scanner

Dependency Source code Binary

SBOM

& FOSSLight HUB
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Open Source Compliance
/ License Process
Management Management

Vulnerability
Management
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SOURCE

&

Code Commit
3c o

Version Control

24 gl
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.| FEEDBACK & MONITORING

P
Wl

Feedback/Monitoring

Static Analysis

B EN

K

Llntegration Tests
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Release




()]
A~
b
o

S

©

1S

(@)

(®)

|

o.

(V]

(9}

1

=]

(®)
(%)

c

()]

(o
o

[}
i

c

(®)

=

e

(9}
<L
Ll
(L)
—

LGE Internal Use Only

CI/CD with FOSSLight

SOURCE

&

Code Commit Version Control Integration Tests

3c o™y AA F2)
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SBOM ==
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« OSS Name, Version, License, Download location &=

Package URL
pkg:inpm/%40types/node@9.6.57
pkg:inpm/agent-base@6.0.2
pkginpm/asap@2.0.6
pkginpm/axios@0.21.4

pkg:npm/buffer-equal-constant-time@1.

pkg:npm/dayjs@1.11.12
pkg:npm/debug@4.3.6

pkg:inpm/define-data-property@1.1.4
pkg:npm/ecdsa-sig-formatter@1.0.11
pkg:npm/es-define-property@1.0.0

055 Name
npm:@types/node
npr:agent-base
npm:asap

npm:axios
npmbuffer-equal-constant-time
npr:dayjs

npm:debug
npm:define-data-property
npm:ecdsa-sig-formatter
npm:es-define-property

0S5 Version
9.6.57
6.0.2
206
0214
1.0.1
11112
436
114
1.0.11
1.00

License ownload Homepag Copyright Exclude
MIT ps://gitt https://www.npmis.com/package; direct

MIT ps://gith https://www.npmijs.com/package/ transitive
MIT ps://gith https://www.npmijs.com/package/ transitive
MIT ps://gitt https://www.npmjs.com/package/ direct

BSD-3-Cla Bttps://gitk https:/ /www.npmijs.com/package; transitive
MIT ps://gitt https://www.npmjs.com/package/ direct

MIT ps://gith https://www.npmijs.com/package/ transitive
MIT ps://gitk https://www.npmijs.com/package/ transitive
Apache-2. Bttps://gitk https://www.npmis.com/package/ transitive
MIT ps://gitk https://www.npmijs.com/package/ transitive

Comment Depends On

pkginpm/debug@4.3.6

pkg:npm/follow-redirects@1.15.6

pkgnpm/ms@2.1.2
pkg:npm/es-define-property@1.0.0,pkg:npm/es-errors@1.3.0,pkg:npm/gopd @1.0.1
pkg:inpm/safe-buffer@5.2.1

pkg:inpm/get-intrinsic@1.2.4



()]
A~
b
o

S

©

1S

(@)

(®)

|
o.

(V]

(9}

1

=]

(®)
(%)

c

()]

(o
o

[}
i

c

(®)

=

e

(9}
<L
Ll
(L)
—

FOSSLight Hub API

License name2.£ License MY X3]

1. 0SS & License ApiOssv2 Controller

LGE Internal Use Only

m /fapi/fv2/|icenses Search LicenseInfo

Search License Information

Parameters
Name Description
countPerPage
integer($int32) Count Per Page (max 10000)
fauary)
1
licenseName
o License Name
fquary)
CC-BY-NC-3.0
licenseNameExact
s License Name Exact Flag (values: Y or N}
fquary)
Y
page
integer($int32) Page
fquary)
1

Clear



https://fosslight.org/hub-guide/advanced/2_rest_api_2.html

Request URL

https://fosc.

Server response

200
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FOSSLight Hub API

e API > License 3|

¢ Restriction 355 H|3

Ige.com/api/v2/ 1 icenses?countPerPage=1%1 icenseName=CC-BY-HC-3.0%1 i censeNameExact =¥ipage=1

Code Details

Response body

icense, and makes no warranty whatsoever in connection wi ; ¥y on any lega eory for any damages whatsoever, in-

cluding without limitation any general, special, incidental or cunsequentlal damages arising in connection to this license. Motwithstanding the foregoing two (2) sentences, if
Creative Commons has expressly identified itself as the Licensor hereunder, it shall have all rights and obligations of Licensor.#rinfiriinExcept for the limited purpose of indicat-
ing to the public that the Work is licensed under the CCPL, Creative Commons does not authorize the use by either party of the trademark #°Creative Commons#™ or any related trade-
mark or logo of Creative Commons without the prior written consent of Creative Commons. Any permitted use will be in compliance with Creative Commons™ then—current trademark usage
guidelines, as may be published on its wehsite or otherwise made available upon request from time to time. For the avoidance of doubt, this trademark restriction does not form
part of the License.Wri¥n¥#riinCreat ive Commons may be contacted at http://creativecommons.ora/ . $riin#ri¥nStandard License Header#r#nThere is no standard license header for the li-
cense”,

“licenseldentif ier™: “CC-BY-NC-3.0°,

“homepagellr1™: “https://spdx.org/licenses/CC-BY-HC-3.0. html ™,

“description™: “Cannot USE because of non-commercial ~,

“creator”: THREAT] /A2 SREEH M Y0pen Source Task™,

"modifier”: "2 A0/ SNZSH M )0pen Source Task™,

“created”: “2017-05-10 19:21:507,

“modified™: "2024-08-05 11:16:57",

“restrictions™: [

I'Non-commercial only”

“licenseNickname @ "LL BY ML 3.U°,
“obligations™: [

“attribution™:

}

httpsy/fosslight org/hub-quide/advenced/2 rest api 2html



https://fosslight.org/hub-guide/advanced/2_rest_api_2.html
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CI/CD with FOSSLight

[Developer]
[c Fal
I
Y
[GitLab Repository: feature/main]
I
v
[Merge Request 44 = Push]
! FOSSLight Scanner 2 > SBOM
[GitLab Pipeline Trigger]

APIZ License M & X 3|5}
Restriction Q! = License (ex. Non-commercial) ;2=

[Build
I
v
[Test Job: Unit / Integration]
I
v
[Quality Job: Lint / SAST / Dependency Scan]
|
v
[CI S2?] — No ——> [MR Attt + Al 22l(Slack/Email)] ——> [Developer]
I
Yes
v
[Package/Image 4]
I
v
[GitLab Container Registry =& Package Registryl
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[Deploy Staging Jobl]
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CI/CD with FOSSLight

| tsowce B 2.Buld 4. Deploy & Release £
© | 4 n ]

B\

)
~ SOURCE || U -‘ FOSSLight Scanner Deploy to
~— e — FSSLigt LI:Iqu ‘
O O Manual/Auto
MQ == Approval

Code Commit Version Control Integration Tests

3c o™y AA F2)

.| FEEDBACK & MONITORING

A NETI ;
Release

Feedback/Monitoring




LG Electronics Open Source Program Office
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CI/CD with FOSSLight

[Developer]
IS gl
I
v
[GitLab Repository: feature/main]
I
Y
[Merge Request 44 = Push]
J FOSSLight Hub APIE ©|-&23t
[GitLab Pipeline Trigger]
I

v

CI Stage

[Build Job: ¥ 2= / Docker build] 1_ OIIJ H'IIJQ‘I SBOM ]I.l'oal I:I'-I?_-EE

v

Sha e R 2. FOSSLight Scanner SBOM Compare 7| 2 &

I

v o] H = CHH| (S E- RS gn|el oFal
[Quality Job: Lint / SAST / Dependency Scan] I - H1 = I:H I =) I.O I = 2=

I

v Al 2 oiacC
[CI S3}?7] — No —— [MR &AMt + Almf Y& (Slack/Email)] ——> [Developer] 3' '—-H. SBOM = HE_

I

Yes

v
[Package/Image 4]

I

Vv
[GitLab Container Registry =& Package Registry]

I

v

Ch Stane
[Deploy Staging Jobl]
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FOSSLight Hub API

3. Project Api Lge Project VV 2 Controller

‘m fapifv2/projects Search Project List ﬂ ‘
‘ m fapi/v2/projects Create Project a8 ‘

‘m fapi/v2/proiects/models Retrieve the model list of the project & ‘
‘ Japi/v2iprojects/{id} DeleteTarget Project 8 ‘
‘m Japirv2iprojects/{idH editors Project Add Editar & ‘
‘m fapi/v2/proiects/{id}/models Update model list of project & ‘
‘m fapifv2/projects/{id}/models/upload Update model list of project with file a8 ‘

‘m fapifv2/oroiects/Lidl /notice Project get Notice 8 ‘ oI p q| H.I p q|
[ M [ M
‘m fapi/v2/projects/{id}/packages Verification Package File Upload & ‘ S B 0 IVI

‘ m /api/v2/proiects/{id}/sbom/compare-with/{compareld} Project Bom Compare q' _?_ E |
L fl—

‘ m fapifv2/projects/{id}/sbom/file Project Bom Download as File

‘ m /api/v2/projects/{id}/sbon/json—data GetProject Bom TabAs Json
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‘m fapi/v2/projects/{id}/securitv—mail Project Set Security Mail & ‘
‘m fapi/v2/projects/{id}/security-person ProjectAdd Security Responsible Person a8 ‘
‘m fapifv2/projects/{id}/security/ison—data ExportSecurity Tabas Json 8 ‘
‘ m fapi/v2/projects/{id}/{tab_name}/oss—load Load Searched Project Oss to Target Project & ‘
‘m fapifv2/proiects/{id}/{tab_name}/reports Identification 0SS Report & ‘
o https/fossight org/hub-quide/achenced/2.rest. api 2htl

‘ m fapifv2/projects/{id}/{tab_name}/reset Resetspecificidentification tab



https://fosslight.org/hub-guide/advanced/2_rest_api_2.html
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FOSSLight Hub API

3. Project Api Lge Project VV 2 Controller ~

‘m fapifv2/projects Search Project List ﬂ ‘
‘ m fapi/v2/projects Create Project a8 ‘

‘m fapi/v2/proiects/models Retrieve the model list of the project & ‘
‘ Japi/v2iprojects/{id} DeleteTarget Project 8 ‘
‘m Japirv2iprojects/{idH editors Project Add Editar & ‘
‘m fapi/v2/proiects/{id}/models Update model list of project & ‘
‘m fapifv2/projects/{id}/models/upload Update model list of project with file a8 ‘

‘m fapifv2/projects/{id}/notice Project get Notice & ‘

‘ m fapi/v2/projects/{id}/packages Verification Package File Upload & ‘
‘m Japifv2/proiects/{id}/sbom/compare-with/{compareld} Project Bom Compare & ‘
‘ m Japiiv2iprojects/iidH/sbon/File ProjectBom Download as File & ‘
‘m fapi/v2/projects/{id}/sbom/ json—data GetProject Bom Tab As Json & ‘
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‘ m fapi/v2/projects/{id}/securitv—mail Project Set Security Mail & ‘

‘ m fapi/v2/projects/{id}/security-person ProjectAdd Security Responsible Person a8 ‘

‘m fapifv2/projects/{id}/security/ison—data ExportSecurity Tabas Json 8 ‘

‘ m fapi/v2/projects/{id}/{tab_name}/oss—load Load Searched Project Oss to Target Project

‘ m fapifv2/proiects/{id}/{tab_name}/reports Identification 0SS Report

‘ m fapifv2/projects/{id}/{tab_name}/reset Resetspecificidentification tab



https://fosslight.org/hub-guide/advanced/2_rest_api_2.html
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SBOM Compare

o« 0SS HH LolS Html Xoio 2 EE50] H|QUoj| X&

FOSSLight Scanner Compare Result

BOM Compare Result

s Before FOSSLight Report file: /home/soim/git/scanner/fosslight_scanner/tests/fosslight_raw_data/fosslight_report_230308_prj-

5204.yaml
. AfterPI;DSSLight Report file: /home/soim/git/scanner/fosslight_scanner/tests/fosslight_raw_data/fosslight_report_230308_prj-
5203.yaml
Status 0SS_Before License_Before OSS_After License_After
add FFT FFT License
delete JsonCPP(1.84) MIT
change gson{2.8.2) Apache-2.0 gsoni3.1) Apache-20
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CI/CD with FOSSLight

*
SBOM

4‘1.“
FOSSLight Scanner

U
L 7 ofgtl

Llntegration Tests
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SBOM 2|7/ & Approval

3rdparty DEP SRC  BIN [T 2B B -

Auto Analysis l Analysis Result “ 055 Bulk Registration ] l Save (Binary DB) l

2 0
ID Referem 0SS Name 0SS Version License Download Locat Homepage Copyright Text Vulnera Notice Sourc Restrictic admin
bility check
O
- |Q X ~ |9 x ~ 4 x ~ @ X[~ @ (x|~ |G X *>= O X
1.0.0 .
11 DEP npm:lge-exa... ) LGE Propriet... OJ
New version
9 BIN  webos-fonts OFL-1.1 v (R O
3 BIN  com.itextpdf... 7.2.3 AGPL-3.0 https://mvnrepo https://mwi v v R O
https://github.
2 DEP  axios 0.21.4 MIT fmgl a0 https://ww CRITICAL v OJ
Different from DB
7 DEP  react-iframe 1.8.0 I1SC https://github.cc https://ww v O

Different from DB

1 BIN Jetty 9.4.40nv2... Apache-2.0 https://mvnrepo v OJ
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CI/CD with FOSSLight
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FOSSLight Hub Notification

[TESTI[OSC] Vulnerability Discovered : "(5230)user-test-android (3.0)"

Comment
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Registered Data

Project Name

user-test-android

Project Version 3.0
Security Mail Enable
Security Responsible Person

Operating System Linux
Distribution Type [ Network Service Only? General [ N

Distribution Site

opensource.lge.com

0SS Notice Platform-generated

Priority P2

Creator CTO SWHIE A2~z THoscAdmin)
Division CTO SWHlE

Reviewer CTO SWHIE A2 THoscAdmin)

« Vulnerability Information »

0ss 0ss Published | Meodified
Name | Version CVEID | Score Summary Date Date
CVE- FFmpeg before 8.1 has an integer overflow and resultant out-of-
fimpeg |4.4.1 2026~ 9.8 bounds write via CENC (Common Encryption] subsample data to | 2026-04-16 | 2026-04-20
40962 libavformat/mav.c.
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Coming Soon...
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