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- Y 13|, NVDO|A| X S3H= REST APIE Sl H|OIE| F535l0{ DBOf| &
« NVD (National Vulnerability Database)
- CVE BEE HITECE dN 24 2 & HSst= Ol 87

« HAIO|E : https://nvd.nist.gov

OK

4 G| O|EH[O] A

NIST

Information Technology Laboratory

NATIONAL VULNERABILITY DATABASE

2.0 APIs


vscode-file://vscode-app/c:/Users/jiyeong.seok/AppData/Local/Programs/Microsoft%20VS%20Code/resources/app/out/vs/code/electron-browser/workbench/workbench.html

LGE Internal Use Only

@ CVE / CVSS / CPE

« CVE (Common Vulnerabilities and Exposures)
- ™ MAH EQHHAH0 nFst IDE FOSt= BEE ME HA

o WAl CVE-[HE]-[LHHST] (ex. CVE-2021-44228)

e CVSS (Common Vulnerability Scoring System)
-« FUHEO| HAEE X2 UHEIHE EE H HA
« CVE ID¥ CVSS score?t =Mzt
« M= H2|:0.0 (None) ~ 10.0 (Critical)

« FOSSLight Hub L &= Ma=2] : CVSS v4 > CVSS v3.1 > CVSS v3 > CVSS v2

« CPE (Common Platform Enumeration)

. Fgurs ATEYO|/FEY 0 MBS EE YR BI|SE N
=1
o

z

= . cpe:2.3:[typel:[vendor]:[product]:[version]:[update]:[edition]:[language]:[sw_edition]:[target_sw]:[target_hw]:[other]
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@ CVE ID G| A]

JKCVE-2026-30898|Detail

H—. UICKINFO
Description Q
An example of BashOperator in Airflow documentation suggested a way of passing dag_run.conf in the way that could cause unsanitized user CVE Dictionary Entry:
input to be used to escalate privileges of Ul user to allow execute code on worker. Users should review if any of their own DAGs have adopted CVE-2026-30898
this incorrect advice. NVD Published Date:
04/18/2026
NVD Last Modified:
Metrics | cvssVersion 4.0 [ETEIVTERNERSN  CVSS Version 2.0 04/21/2026
Snlreme

NVD enrichment efforts reference publicly availoble information to associate vectar strings. CVSS information contributed by other sourt
CV55 3.% Severity and Vector Strings:

m NIST: NVD Base Score: [N

ADP: CISA-ADP Base Soore:-

NVD assessment not yet provided.

Vector: CVSS:3.1/AV-N/AC:L/PR:L/UI-N/S:U/i

References to Advisories, Solutions, and Tools

By selecting these links, you will be leaving MIST webspace. We have provided these links to other web sites because 1
information that would be of interest to you. No inferences should be drawn on account of other sites being reference
page. There may be other web sites that are more appropriate for your purpose. MIST does not necessarily endorse th
or concur with the facts presentad on these sites. Further, MIST does not endorse any commercial products that may t
these sites. Please address comments about this page to nvd@nist.gov.

e

http:/iwww openwall comylists/oss-security/2026/04/17/T st J i
https://github.com/apache/airflow/pull/64129

Apache Software Foundation {0 R Aal0
https://lists.apache.org/thread /26zmhfj1t95c1hld2ridhe8lnzhibdcd  Apache Software Foundation [ vg

Known Affected Software Configurations swichto CPE2.2
Conﬁguratiun 1 ( hide )

cpe-2 3-oopacheairflow: 0. 172w
cpe:2 2o-opache:girflow:0 2.2 xx

cpe:2. 3:oopacheairflow:0 2 %4 ses
cpe-2 3:oapacheairfliow. 0.2 3-* st
cpe:2 2oopache:girflow:0 2 3.5+ 5 xs
cpe-2 3-oopacheairflow: 037w

cpe:2 oopache-girflow:0.3 155 es
cpe:2. 3oopacheairfliow:0.3 2.5 rsaes
cpe-2 3:aapacheairflow: 0. 472w

cpe:2 2o.opache:girflow:0 4 15555 xxs
cpe-2 aopacheairflow. 0.4 2.1 e
cpe:2 2o-opachegirflow:0 4 355 xxx

rna-? 2m-arvre hemirfloe 4 5%+t

Up to (excluding)
3.2.0
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« NVD CPE H|O|E{0| M product, version {2 Zt
DI SFOf H OF%| OF & 74§

AXCVE-2022-22978 Detail

Current Description

In spring security versions prior to 5.4.11+,5.5.7+, 5.6.4+ and older unsupported versions, RegexRequestMatcher can easily be misconfigured
to be bypassed on some servlet containers. Applications using RegexRequestMatcher with ™. in the regular expression are possibly
vulnerable to an authorization bypass.

+View Analysis Description

Metrics | cvssversionao e CVSS Version 2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed.
CVSS 3.x Severity and Vector Strings:

w NIST: NVD Base Score: |

Known Affected Software Configurations switch to cPE2.2

Configuration 1 ( hide )

Vector: CVSS:3.1/AV:N/AC:L/PR:N/ULN/S:U/C:H/I:H/A:H

JE cpe:2.3:a:vmware:spring_security:*:*** %y Up to (excluding)
Hide Matching CPE(s) = 5.5.7
cpe:2.3:a:vmware:spring_security:-: = 5w
cpe:2.3:a:vmware:spring_security: 10,0555
cpe:2.3:a:vmware:spring_security:1.0. 1555w
cpe:2.3:a:vmware:spring_security:1.0. 2:*:%:*: %"

@ =otx10 ol Hlol2et oss of

Zt 0SS name(5E= nickname), OSS version 1t

target hw
sw editior]
edition
vendor version

— —

cpe:2.3:a:.vmware:spring_security:1.0.0:%:*:%%:%*

Y
part product up§ate

Open Source Information

0sS Name* [# 0ss Version €
spring-security (J Deactivate 1.0.0

Nickname

Add

org.springframework.security.experimenta org.springframework.security:spring-secur org.springframework.security:spring-secur
org.springframework.security:spring-secur org.springframework.security:spring-secur org.springframework.security:spring-secur
org.springframework.security:spring-secur org.springframework.security:spring-secur org.springframework.security:spring-secur
org.springframework.security:spring-secur pivotal_software-spring_security Spring Security

Comviom Camiiber Fanfie Convinm € ameenibes Fava Cnviinm Commi vt s Tamliban
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HOMFSFE ™ 22| (AS-IS)

« NVDOj| A x%srs H 7 0F FOSSLight HubO[A] £t2|5t= B S O HA[7 20 E &
tsote®E 7|l HlS
OSS version NVD
7.81.0-Tubuntu1.1.8 — 7.81.0 OSS Version EH 0| F7t
Open Source Information .4 s

0ss 0|18 [# ossHX ©

curl [ Deactivate 7.81.0-1ubuntul.18

1412

Add
curl - curl curl-curl rl-libcurl
|_project-curl daniel_stenberg-curl haxx-cur |

libcurl libeurl-libcurl
F2H Info -~

Add

7.81.0



@EO._

e FOSSLight HubOf|A| &t2|3t=

|

LGE Internal Use Only

FF| 2P B ™ 22| (TO-BE)

OSS versionO| CH3H version nickname 7l &

OSS version
NVD O Al AF2E|= HHA
7.81.0
4 )
OSS Version &%l
7.81.0-Tubuntu1.1.8
7.81.0-Tubuntu1.21
7.81.0-rcT
7.81.0-rc2
\ /

=7t
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@ Vulnerability Mailing Score

° Vulnerability I\/Iailing Score (System>Code management>Code No. 750) %6H -jrc'l =
PSESESPSIpIES
OT =2 O o

750 Q
+ & 0

Code No * Code Name Code Description

750 Vulnerability Mailing Score Vulnerability Mailing Score Code
4 >
Pags 1 f1 15w Count: 1

+

Detail Detail Name Detail Description Sub Code Order Use YN

No

100 Vulnerability Mailing Standard Score 5.0 m
»
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L x H O| HiAS
DEME A7 HOMHOH U 0Y

o] F=} ol

ALO| i1

O -

O

» T2 M E 0| Vulnerability Mailing Score O| e 2 Al, Discovered

HEA~
= O

SLight Hub Notification

[TESTI[OSC] Vulnerability Discovered : “(5230)user-test-android (3.0)"

Comment

0] ZEHE0|A| ALBE Open Source & CHRDE 212 20oF H2iFH0| AHE|UgLICt

S HYUFO st =R Yot 2 2olsf FAID, Lok H2AEe| Y@ BAE 2ol= | &3 Ol 84 BHELIC

Security vulnerabilities have been identified in the open source used in this project as follows.

For measures regarding the vulnerabilities, please contact . For inquiries related to the detection of these vulnerabilities, please create an issue at

Registered Data

Project Name user-test-android
Project Version 30

Security Mail Enable

Security Responsible Person

Operating System Linux
Distribution Type / Network Service Only? General / N

Distribution Site

opensource. lge.com

0SS Notice Platform-generated

Priarity P2

Creator CTO BEMIATY AARE2|X oscAdmin)
Division CTO SWAIE]

Reviewer CTO BEMRIIRY AAER2|XHoscAdmin)

< Vulnerability Information >

05S 0ss Published | Modified
Name Version C/EIDN|Soxe SHERY Date Date
In the Linux kernel, the following vulnerability has been resolved:
Bluetaoth: qca: add missing firmware sanity checks
VE-
Linux 5406 50—54 78 Add the missing sanity checks when parsing the firmware files before 2024-05- 2025-09-
Kernel ' 36880 downloading them to avoid accessing and corrupting memory beyond the 30 30
— vmalleced buffer.
En el kernel de Linux, se resolvit |a siguiente Qqca: agregar compr i de i del firmware
faltantes Agregue las comprobaciones de integridad del firmware faltantes al analizar los archivos de firmware antes de
descargarlos para evitar acceder y dafiar la memoria mas alla del bafer vmalloced.
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=4 HE 5= £F (dai

YOOl E O], Vulnerability Mailing Score O &f @1 Al HOHFOFF 274 Al
S S Z0f CH3H Discovered Y2 ML =

FOSSLight Hub Notificati

[TEST][OSC] Vulnerability Discovered

« Vulnerability Information »

0ss 0ss Published = Modified
o 0SS Name T CVEID | Score Summary — -
Padding Oracle vulnerability in Apache Tomcat's Encryptinterceptor with default configuration.
Apache CVE-2026- This issue affects Apache Tomcat: from 11.0.0-M1 through 11.0.18, from 10.0.0-M1 through 10.1.52, from 9.0.13 through 9..115, from 8.5.38 through 8.5.100, from 7.0.100 2026-04-
32233 7.0.100 75 2026-04-09
JTomcat 29146 through 7.0.109. 10
Users are recommended to upgrade to version 11.0.19, 10.1.53 and 9.0.116, which fixes the issue.
Padding Oracle vulnerability in Apache Tomcat's Encryptinterceptor with default configuration.
Apache CVE-2026- This issue affects Apache Tomcat: from 11.0.0-M1 through 11.0.18, from 10.0.0-M1 through 10.1.52, from 9.0.13 through 9..115, from 8.5.38 through 8.5.100, from 7.0.100 2026-04-
25546 7.0.106 7.5 2026-04-09
Tomcat 29146 through 7.0.109. 10
Users are recommended to upgrade to version 11.0.19, 10.1.53 and 9.0.116, which fixes the issue.
Padding Oracle vulnerability in Apache Tomcat's Encryptinterceptor with default configuration.
Apache CVE-2026- This issue affects Apache Tomcat: from 11.0.0-M1 through 11.0.18, from 10.0.0-M1 through 10.1.52, from 9.0.13 through 9..115, from 8.5.38 through 8.5.100, from 7.0.100 2026-04-
17137 8.5.42 7.5 2026-04-09
Tomcat 29146 through 7.0.109. 10
Users are recommended to upgrade to version 11.0.19, 10.1.53 and 9.0.116, which fixes the issue.
Padding Oracle vulnerability in Apache Tomcat's Encryptinterceptor with default configuration.
Apache CVE-2026- This issue affects Apache Tomcat: from 11.0.0-M1 through 11.0.18, from 10.0.0-M1 through 10.1.52, from 9.0.13 through 9..115, from 8.5.38 through 8.5.100, from 7.0.100 2026-04-
19103 9.0.22 7.5 2026-04-09
Tomcat 29146 through 7.0.109. 10
Users are recommended to upgrade to version 11.0.19, 10.1.53 and 9.0.116, which fixes the issue.
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B =019 Cvss Score HS 22 Y 2

AN -

- 42| YHIO|E 0|F, CVSS Score?t Vulnerability Mailing Score O| 20|} & H Q|
Vulnerability Mailing Score B2t 2 B 5 A| 8{& SZ20f CHdH Recalculated 2

O 17

FOSSLight Hub Notification
[TESTI[OSC] Vulnerability Recalculated

« Vulnerability Information »

0551D | 055 Name ‘ 0S5 Version CVE ID Score | Summary | Published Date Modified Date
25391 | react CVE-2025-55182 -= NONE | 10.0 -= 0.0 |
6518 zipArchive CVE-2022-36543 -= NONE | 8.1 -= 0.0 |

* This mail was sent by https://osc-dev.lge.com




LGE Internal Use Only

HerFerg ELHEHZ HZE S (daily)

o SFLIS| OSSO O & &|= CVE-ID & [vendor]:[product]?t CtE AL 7t EXsl= E L

Vulnerability Difference Vendor

« Vulnerability Information »

0SS Name CVE ID VENDOR:PRODUCT
) CVE-2025-64524 | openprinting:cups-filters d _ OSS CC — H k 74 © HI| L=
cups filters CVE-202324805 | linuxfoundation:cups filters Pro uct = Name(——— niCkname) <+ 0 oo
CVE-2023-45286 resty_projectiresty
TC‘SI_:}'_ o .
CVE-2025-13435 dreampielresty
. CVE-2022-23540 | authOYjsonwebtoken
jspnwebioken CVE-2026-75537 | keatsijsonwebtoken \/ |/end0/"7 /L E/L:E é-/ _’O_I éf 1_2 0550//
ierf CVE-2025-54351 iperf_projectiiperf
tpert CVE-2016-4303 iperf L T8
QeI |esiper A 5= Z10] GH=X] 20| T2
_ CVE2026 33210 | ruby lang:JSON-java = aSIrE 7 L=
As0Njava CVE-2022-45690 | stleary’JSON-java
1 CVE-2017-12966 asnlc_projectiasnlc
asnic CVE-20165080 | objective_systems:asnlc
libsndfile CVE-2017-13562 libsndﬁlc_Fu_'oju:ctil_ibsndfile
CVE-2015-T805 mega-nerd:libsndfile
. CVE-2020-13849 mattMQTT s
MOTL)s CVE-2017-10910 mgtt.js_project:MQTT.js
CVE- 201715954 samba:rsync
=ync CVE-2007-6200 | rsyncirsync
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@ Include cpe / Exclude cpe

Open Source Information

0SS Name” 0SS Version

Nickname

Add

Vulnerability Info v

Add

Add

Add

HORH ok i E S I3 7t CPE SR OHE INE H|2lE S CPE
« vendor:product
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@ Vendor Different Z=X| Bt

NVD AFO|EO|A CVE IDQ| reference=t@! A1t ¢

Known Affected Software Configurations switchtocre2.2

Configuration 1( hide}

References: Type Description

URL

* cpe2 3 openormrmq cups-filters-1.0-* —_— Vendor http://www.openprinting.org/
» cpe:2 3:a-openprinting:cups-filters:1.0. 177"
* cpe:2.3:aopenprinting:cups-filters:1.0 2.7 X" Change Log https://github.com/OpenPrintingfcups-filters/releases
* cpe:2.3:a-openprinting-cups-filters:1.0.3:%
s rne-? Tannennrintina-cnnefiltere-1 0 4-*-*-*-*5.
0S5 Name CVE ID | VENDOR:PRODUCT
cups-filters CVE-2025-54524 openprinting:cups-filters
e VE-2023-24805 linuxfoundation:cups-filters

Known Affected Soquare Configurations switchto cPE22

Configuration 1 (hide)

Hide Matching CPE(s) »

I¥ cpe:2.3:a:linuxfoundation: cm[s-Flters:":“:*:“:*:*:’:"
s cpe2 adinuxfoundatioh:cups-filters:1.0:7- -7

A 4

s| cpe:2 3-alinuxfoundation:cups-filters:1.0 1-*7-52*

https://github.com/OpenPrinting /cups-filters/security/advisories/GHSA-gpxc-v2m8-fr3x

_m

https://github.com/OpenPrinting /cups-filters/commit/8f274035756c04efeb7T7eb654e9d4c4447287d65 |CVE, GitHub,

Inc.

s cpe:2 3-alinuxfoundation:cups-filters:1.0.2:**-****

s cpe2 3alinuxfoundation-cups-filters:1.0.3:**-*=**

https://lists.debian.org/debian-lts-announce/2023/05/msg00021.html

s cpe2 3adinuxfoundation:cups-filters:1.0.4.5*-77**

CVE, GitHub, (T

inc.
CVE, GitHub, (I

Inc
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@ Vendor Different Z2X| 28 (include cpe &-&)

NVD AFO|EO|A CVE ID2| reference=t@l A1t Oj & =l 0SSt & OSSO sliEot= B2

055 Name CVE ID ‘ VENDOR:PRODUCT
. CVE-2025-54524 openprinting-.cups-filters
cups filters CVE-2023-24805 | linuxfoundation:cups-filters
—
Open Source Information S 2 0 W
0ss 0|8 [# ossHX @
cups-filters () Deactivate 2.0.0
Y
Add
linuxfoundation-cups-filters openprinting-cups-filters
#12¢ Info -
Add
Add Add

openprinting:cups-filters

linuxfoundation:cups-filters
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@ Vendor Different ZX| &8 (include/exclude cpe &)

NVD AFO|EOf| M CVE ID2] reference=t @l AL}, CHE OSSO i F5t= 82

Known Affected Software Configurations switchtocre2.
Configuration 1 hide}

https://github.com/go-resty/resty/tommit/577fed8730d79f583eb48dfc816T4164elfcaT1e CVE, Go Project
s Cpe2 3a; resfy project-resty:-***"qo:** > ) )
» cpe2 3:aresty projectresty:0.1.7"" " go " hitps://github.com/go-resty/resty/|ssues/739 CVE, Go Project m w
* cpe:2.3:aresty projectresty:0.2: % go" hitps://github.com/go-resty/resty/ ssues/743 CVE, Go Project

CVE-2023-45286 resty_project-resty

=y CVE-202513435 | dreampieiresty

I B

Known Affected Software Conflguratlons https://github.com/Xzz7111/exps/blob/main/archives/Resty-PathTraversal- CISA-ADP, [ Exploit )

Configuration 1 (hide) { 01/cve application.md —— https://github.com/Dreampie/Resty VulDB

A cpe:2.3:a:dreampieiresty:*s* x> > bhttps://vuldb.com/?ctiid. 332979 VulDB

Hide Matching CPE(s)_* m

No Matching CPE(s) found in CPE Dictionary ) = =
https://vuldb.com;?id.332979 VulDB [ VDB Entry |
https://vuldb.com/?submit.687603 VulDB [ VDB Entry ]
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@ Vendor Different ZX| &8 (include/exclude cpe &)

« NVD AIO|EQ|A CVE IDQ| reference @l At CHE OSSO SiEs= 42

CVE-2023-45286 resty_projectiresty

[E5
ey CUE202513435 | dreampieiresty
Open Source Information S 2 0w B
oss 0|2 [ osstHX @
resty [ Deactivate 2.7.0
et
Add
go-resty-resty go:github.com/go-resty/resty/v2 go:gopkg.in/resty.vl
#2Hd Info ~
Add
v
Add Add

resty_project:resty dreampie:resty
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7= 2 (full cpe &)

CVE-2015-4412

Configuration 1 (hide) Vendor:product -> mongodb:bson
A cpe:2.3:a:mongodb:bson:*:*:*:*:*fruby}:*:* » )
Show Matching CPE(s)w Reference : https://github.com/mongodb/bson-ruby

CVE-2020-7610

Configuration 1 (hide ) Vendor:product -> mongodb:bson

I cpe:2.3:a:mongodb:bson:*:*:*:*:*Inode.js{*:* »
Show Matching CPE(s)w

Reference : https://github.com/mongodb/js-bson



https://github.com/mongodb/bson-ruby
https://github.com/mongodb/js-bson

LGE Internal Use Only

@ Language8 F 4 7 LB (full cpe )

* bson-ruby OSSO ruby language full cpe 7}

Open Source Information o T
0SS Name” o 0SS Version
bson-ruby (0 Deactivate
Nickname
Add

mongodb-bson-ruby

Vulnerability Info v

Add

Add Add

*****




LGE Internal Use Only

@ Language8 F 4 7 LB (full cpe )

* js-bson OSSOl node,js language full cpe =7}

Open Source Information

0SS Name’ o 0SS Version

js-bson (J Deactivate 6.8.0
Nickname
Add
Javascript + C++ BSON parser mongodb-js-bson npm:bson

Vulnerability Info v

Add

Add Add

*****
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