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FOSSLight 소개 및 사용 가이드

LG전자민경선
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CONTENTS

FOSSLight의역사

FOSSLight Scanner

FOSSLight Hub
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2006

Embedded Linux TV

FOSSLight의 역사
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2006 – Embedded Linux
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BusyBox Lawsuit

2009

2006

Embedded Linux TV

FOSSLight의 역사
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2009 
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BusyBox Lawsuit

2009

2006

Embedded Linux TV

2010

전사
OSC Process

OSS distribution site

OSPO 
&

FOSSLight의 역사
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2010 – 전사 OSC Process
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2010 - 전사 OSC Process
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BusyBox Lawsuit

2009

2006

Embedded Linux TV

2010

전사
OSC Process

OSS distribution site

OSPO 
&

2011

Compliance Risk

http://www.cococe.co/img/compliance-services-in-chennai.jpg

FOSSLight의 역사

http://www.google.co.kr/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCNnkw83TucgCFWSupgodNkQN5w&url=http://www.cococe.co/compliance-services-in-chennai.html&bvm=bv.104819420,d.dGY&psig=AFQjCNGSr_6IWOk05_2rfG5J19Rj0UkMwA&ust=1444626489839916
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2011 – Compliance Risk

http://www.cococe.co/img/compliance-services-in-chennai.jpg

http://www.google.co.kr/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCNnkw83TucgCFWSupgodNkQN5w&url=http://www.cococe.co/compliance-services-in-chennai.html&bvm=bv.104819420,d.dGY&psig=AFQjCNGSr_6IWOk05_2rfG5J19Rj0UkMwA&ust=1444626489839916
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BusyBox Lawsuit

2009

2006

Embedded Linux TV

2011

Compliance Risk

http://www.cococe.co/img/compliance-services-in-chennai.jpg

2014

Compliance System

OSS/License 
Management,

Notice generator

FOSSLight의 역사

2010

전사
OSC Process

OSS distribution site

OSPO 
&

http://www.google.co.kr/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCNnkw83TucgCFWSupgodNkQN5w&url=http://www.cococe.co/compliance-services-in-chennai.html&bvm=bv.104819420,d.dGY&psig=AFQjCNGSr_6IWOk05_2rfG5J19Rj0UkMwA&ust=1444626489839916
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2014

License에 따른 의무 이행

Open source software 제공

직접 Legal Claim 제기하는 경우도 발생
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2014 – Compliance System
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2014 – Compliance System
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BusyBox Lawsuit

2009

2006

Embedded Linux TV

2011

Compliance Risk

http://www.cococe.co/img/compliance-services-in-chennai.jpg

2014

Compliance System

OSS/License 
Management,

Notice generator

2017

FOSSLight Hub

In-house version

FOSSLight의 역사

2010

전사
OSC Process

OSS distribution site

OSPO 
&

http://www.google.co.kr/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCNnkw83TucgCFWSupgodNkQN5w&url=http://www.cococe.co/compliance-services-in-chennai.html&bvm=bv.104819420,d.dGY&psig=AFQjCNGSr_6IWOk05_2rfG5J19Rj0UkMwA&ust=1444626489839916
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OSPO

SW development 

team

2017 – FOSSLight Hub

Step1.

Identification

Step 4.

Distribution

Step 2.

Approval

Step 3.

Notice & 
Verification

Analyze
open source

Request for 
analysis review

Create
OSS Package

OSS
Package

Distribute

OSS distribution 
site

Notice

OSS Notice &
OSS Package

Notice

OSS
Notice

Review
OSS Package

Review
analysis result

BOM

OSS BOM
& Obligation

OSS
report

FOSSLight Hub

Software
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2017 – FOSSLight Hub
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BusyBox Lawsuit

2009

2006

Embedded Linux TV

2011

Compliance Risk

http://www.cococe.co/img/compliance-services-in-chennai.jpg

2019

OpenChain Conformance

2014

Compliance System

OSS/License 
Management,

Notice generator

2017

FOSSLight Hub

In-house version

FOSSLight의 역사

2010

전사
OSC Process

OSS distribution site

OSPO 
&

http://www.google.co.kr/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCNnkw83TucgCFWSupgodNkQN5w&url=http://www.cococe.co/compliance-services-in-chennai.html&bvm=bv.104819420,d.dGY&psig=AFQjCNGSr_6IWOk05_2rfG5J19Rj0UkMwA&ust=1444626489839916
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2019 – OpenChain Conformance
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BusyBox Lawsuit

2009

2006

Embedded Linux TV

2011

Compliance Risk

http://www.cococe.co/img/compliance-services-in-chennai.jpg

2021

FOSSLight
Open Source Project

2019

OpenChain Conformance

2014

Compliance System

OSS/License 
Management,

Notice generator

2017

FOSSLight Hub

In-house version

FOSSLight의 역사

2010

전사
OSC Process

OSS distribution site

OSPO 
&

http://www.google.co.kr/url?sa=i&rct=j&q=&esrc=s&frm=1&source=images&cd=&cad=rja&uact=8&ved=0CAcQjRxqFQoTCNnkw83TucgCFWSupgodNkQN5w&url=http://www.cococe.co/compliance-services-in-chennai.html&bvm=bv.104819420,d.dGY&psig=AFQjCNGSr_6IWOk05_2rfG5J19Rj0UkMwA&ust=1444626489839916
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FOSS (Free and Open Source Software) + Light

2021 – FOSSLight Open Source Project 



LG
 E

le
ct

ro
n
ic

s 
O

p
en

 S
o
u
rc

e
 P

ro
g
ra

m
 O

ff
ic

e

23

LG
 E

le
ct

ro
n
ic

s 
O

p
en

 S
o
u
rc

e
 P

ro
g
ra

m
 O

ff
ic

e

23

FOSSLight Scanner
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About FOSSLight Scanner

오픈소스분석을한번에수행가능한툴

소스코드, 바이너리, 디펜던시에대한오픈소스분석가능

LG전자가오픈소스로공개한오픈소스분석툴

오픈소스정보를포함한보고서(Report)생성

• cyclonedx, spdx , csv, excel, json, yaml 포맷지원
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FOSSLight Scanner 

Source Code BinaryDependency
Copyright

License Text

Binary 
Scanner

Android Yocto
Platform 
specific

Dependency 
Scanner

go

pypi mavennpm

gradle pub cocoa
pods

swift Carthage

FOSSLight Scanner

Source 
Scanner

Scancode

ScanOSS

Prechecker

Writing rule 
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FOSSLight Scanner – Dependency

Transitive Dependency까지확인하여오픈소스이름및버전, 라이선스를검출함

지원패키지매니저 : Gradle, Maven, NPM, PIP, Pub, Cocoapods, Swift, Carthage, Go 등

Dependency 분석을 위해서는미리수행에 필요한 전제조건수행필요함

Package 
Manager 확인

Dependency 
분석

OSS 정보 확인 보고서 생성
Package 

Manager 확인
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FOSSLight Scanner – Source

소스코드를분석하여오픈소스및버전, 라이선스를검출

여러스캐너지원을통해 String Search뿐만아니라 Snippet 매칭지원
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FOSSLight Scanner - Binary

바이너리목록추출하여 Database에서오픈소스정보확인

Jar 파일에대하여보안취약점확인도가능
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FOSSLight Scanner를 통한 SBOM 생성

FOSSLight Scanner실행하여오픈소스분석보고서생성

FOSSLight Scanner

Source code

Dependency

Binary

OSS
Report

OSS name

OSS version
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FOSSLight Scanner 설치 및 실행
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실행파일

FOSSLight Dependency Scanner (Windows만가능)

https://github.com/fosslight/fosslight_dependency_scanner/releases

FOSSLight Binary Scanner (Ubuntu, MacOS, Windows 가능)

https://github.com/fosslight/fosslight_binary_scanner/releases

FOSSLight Scanner OS별 지원 형식

Ubuntu Windows MacOS

실행파일 (.exe) FOSSLight Binary Scanner
FOSSLight Binary Scanner, 
FOSSLight Dependency Scanner

FOSSLight Binary Scanner

PyPI패키지 전체 Scanner 지원

https://github.com/fosslight/fosslight_dependency_scanner/releases
https://github.com/fosslight/fosslight_dependency_scanner/releases
https://github.com/fosslight/fosslight_binary_scanner/releases
https://github.com/fosslight/fosslight_binary_scanner/releases
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FOSSLight Scanner PyPI 패키지
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Pypi 통해 설치 방법

Python Package로설치

FOSSLight Scanner 한번에 설치 가능

• FOSSLight Dependency Scanner

• FOSSLight Source Scanner

• FOSSLight Binary Scanner

하기 Scanner는별도로설치해야함
• FOSSLight Android Scanner ($ pip install fosslight_android)  

• FOSSLight Yocto Scanner ($ pip install fosslight_yocto)

• FOSSLight Prechecker ($ pip install fosslight_prechecker)

$ pip install fosslight_scanner
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FOSSLight Scanner 실행 방법

여러 FOSSLight Scanner의통합버전

• Mode:

• Options:

• Options for only ‘all’ or ‘dependency’ mode

all

source

dependency

binary

compare

모든 Scanner 실행

FOSSLight Source Scanner 실행

FOSSLight Dependency Scanner 실행

FOSSLight Binary Scanner 실행

FOSSLight reports 를비교

-h

-p <input path>

-w <link>

-f <format>

-e <exclude path>

-o <output path>

-c <number>

-r

-t

-v

Help message 출력

분석할경로 (default: 현재위치 path)

다운받아분석할링크

결과파일포맷 (default: excel, 여러개지정가능)

분석결과에서 exclude 처리하고자하는경로

결과파일저장경로(파일명지정가능) (default: fosslight_report_{date})

분석수행할프로세스수 (default: 시스템의 cpu수 -1)

Raw data 보존

Progress Bar 숨기기

FOSSLight Scanner 버전출력

$ fosslight [Mode] [option1] <arg1> [option2] <arg2>

-d <dependency_arg> Dependency 분석을위한추가 arguments



LG
 E

le
ct

ro
n
ic

s 
O

p
en

 S
o
u
rc

e
 P

ro
g
ra

m
 O

ff
ic

e

35

FOSSLight Scanner 실행 방법

all

source

dependency

binary

compare

모든 Scanner 실행

FOSSLight Source Scanner 실행

FOSSLight Dependency Scanner 실행

FOSSLight Binary Scanner 실행

FOSSLight reports 를비교

fosslight –p path_to_analyze
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FOSSLight Hub
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공개소프트웨어 매니지먼트
아카데미

오픈소스거버넌스를위한오픈소스관리도구

FOSSLight Hub
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FOSSLight Hub

오픈소스 및
라이선스 관리

▪ 오픈소스 정보 통합 관리

▪ 라이선스 의무사항 및

제약사항 확인

▪ 오픈소스 일괄 등록

컴플라이언스
프로세스 관리

▪ 올인원 오픈소스

컴플라이언스 수행

▪ 고지문 자동 생성 및

공개 소스코드 검증

▪ 이슈 트래킹

보안취약점 관리

▪ 보안취약점 조회

▪ 프로젝트별

보안취약점 모니터링
(자동 메일 알림)

사전점검

▪ 오픈소스 자동 분석

▪ 라이선스 자동 검출

▪ 라이선스 의무사항 및
보안취약점 알림

SBOM 관리

▪ 오픈소스 및 상용

소프트웨어 목록 관리

▪ 소프트웨어별 사용

프로젝트 검색

▪ SPDX, CycloneDX 문서 지원
(ISO 표준)

SW 공급망 관리

▪ 공급받은 타사
소프트웨어 관리

▪ 오픈 소스 확약서 관리

▪ 프로젝트 자동 연계
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오픈소스 관리

오픈소스버전별로라이선스및의무사항관리
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라이선스 관리

라이선스별로의무사항, 제약사항, 준수사항관리
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참고) LG전자 오픈소스 컴플라이언스 프로세스

OSPO

OSC 담당자 &
SW 개발팀

1단계

Identification

4단계

Distribution

2단계

Approval

3단계

Notice & 
Verificatio

n

오픈 소스

분석
분석 결과
리뷰 요청

OSS Package

생성

OSS
Package

배포

OSS distribution 

site

Notic
e

OSS Notice &
OSS Package

Notice

OSS
Notice

OSS Package 

및 고지문
검토

분석 결과

검토

BO

M

OSS BOM
& 

Obligation

OSS
report

OSS
report

Software

Identification Packaging Distribution

FOSSLight Scanner

FOSSLight Hub
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컴플라이언스 프로세스 관리

단계별프로세스진행및이력조회

프로젝트검색, 부서별검색, 오픈소스별검색
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OSS 고지문 발급

사용된 Open Source 및저작권, License를고지하기위한 OSS 고지문발급

공개할소스코드취합한 OSS Package 리뷰

지원포맷 : HTML, TEXT, SPDX, CycloneDX
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사전 점검

프로젝트에서사용할오픈소스와라이선스리스트를업로드하여

각각의의무사항및보안취약점정보를확인할수있음
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사전 점검 (Pre-Review)

오픈소스를다운로드한 URL만알아도오픈소스와라이선스정보를확인할수있음
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사전 점검 (Pre-Review)

오픈소스를다운로드한 URL만알아도라이선스정보를확인할수있음
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사전 점검 (Pre-Review)

오픈소스를다운로드한 URL만알아도오픈소스정보를확인할수있음
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사전 점검 (Pre-Review)

오픈소스라이선스의무사항확인가능함
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사전 점검 (오픈소스 분석)

Self-Check에스캐닝도구를연동하여소스레파지토리주소를입력으로오픈소스라이선스의무사항확인가능

49
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보안 취약점 관리

오픈소스분석한결과를 FOSSLight Hub 업로드하여보안취약점조회및관리가능

FOSSLight Scanner

Source code

Dependency

Binary

OSS
Report

OSS name

OSS version

FOSSLight Hub

NVD data

CVE ID

CVSS Score
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제품 보안 취약점 확인

개발제품별프로젝트등록하여프로젝트별보안취약점확인가능
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보안취약점 조회

오픈소스버전에따른보안취약점점수및내용확인가능
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보안 프로세스 관리

프로젝트별로발견된보안취약점을확인하고해결여부를관리할수있음

OSS
Report

OSS name

OSS version

FOSSLight Scanner

Source code

Dependency

Binary

FOSSLight Hub

NVD data

CVE ID

CVSS Score

CVE ID

CVE ID

CVE ID

CVE ID

…

Fixed

Unresolved

Deferred

Fixed

…

Resolution
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보안 프로세스 관리

프로젝트별로발견된보안취약점을확인하고해결여부를관리할수있음
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보안 프로세스 관리

프로젝트별로발견된보안취약점을확인하고해결여부를관리할수있음
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보안취약점 실시간 알림

보안취약점변경사항에대해관리자및프로젝트담당자에게메일알림
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SBOM 관리

특정오픈소스버전을사용하는프로젝트조회가능
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SBOM 변경 추적
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공급망 관리

타사에서전달받은 Software 별 SBOM 관리가능
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FOSSLight 설치 및 관리
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개발 환경 설정

https://fosslight.org/hub-guide/advanced/1_developer.html

https://fosslight.org/hub-guide/advanced/1_developer.html
https://fosslight.org/hub-guide/advanced/1_developer.html
https://fosslight.org/hub-guide/advanced/1_developer.html
https://fosslight.org/hub-guide/advanced/1_developer.html
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개발 환경 설정

소스코드빌드& 실행

• Java, MariaDB설치필요

Docker로빌드& 실행

• 자동으로 DB, Java 세팅하여 쉽게실행가능

초기 NVD Data Setting 필요
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DB 백업 및 복구

DB migration Script 제공
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FOSSLight Hub 호환성

다른시스템과연동할수있도록 REST API 제공

TOKEN은 User Settings에서발행가능
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FOSSLight Hub 호환성

FOSSLight Scanner외다른툴의 SBOM업로드가능

OSS
Report

OSS name

OSS version

FOSSLight
Scanner

Source code

Dependency

Binary

FOSSLight Hub

NVD data

CVE ID

CVSS Score

CVE ID

CVE ID

CVE ID

CVE ID

…

Fixed

Unresolved

Unresolved

Fixed

…

Resolution

Other Tool

SPDX
CyCloneDX

OSS name

OSS version

blackduck-fosslight-
sync_CLI

fosslight_integration

blackduck FossID
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FOSSLight Scanner 사용시 주요 장점

Transitive Dependency 구조를 tree형태로시각화하여제공

FOSSLight Binary Scanner DB의자동축적
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「

」
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THANK YOU ! 
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