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OF AUDITED CODEBASES CONTAINED OPEN SOURCE WITH UTILIZED COMPONENTS THAT
HAD LICENSE CONFLICTS NO LICENSE OR CUSTOM LICENSE WERE NOT THE LATEST VERSION

2022 OPEN SOURCE SECURITY AND RISK ANALYSIS REPORT | 22027 Synoosys, Inc
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@) “Oa . [ -] How one developer just broke Node, Babel and
N thousands of projects in 11 lines of JavaScript
Q @ Code pulled from NPM — which everyone was using

&Q@Qﬁ/ ;
A Chris Williams, Editor in Chief Wed 23 Mar 2016 01:24 UTC

UPDATED Programmers were left staring at broken builds and failed installations on
Tuesday after someone toppled the Jenga tower of JavaScript.
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A couple of hours ago, Azer Kogulu unpublished more than 250 of his modules from
NPM, which is a popular package manager used by JavaScript projects to install
dependencies.

Kogulu yanked his source code because, we're told, one of the modules was called Kik
and that apparently attracted the attention of lawyers representing the instant-messaging
app of the same name.
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BOM(Bill Of Materials)
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SBOM (Software Bill Of Materials)
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SBOM Data Fields

Carol’s

Compression

included in

Engine v3.1

LGE Internal Use Only

Bingo Buffer
v2.2

included in

Acme
Application
vii

included in

Bob’s
Browser
va2.1

Figure 1: Conceptual SBOM graph

Component Name Supplier Version Author | Hash | UID | Relationship
Application Acme 11 Acme 0x123 | 234 | Primary
|--- Browser Bob 21 Bob 0x223 | 334 | Included in
|--- Compression Carol 34 Acme 0x323 | 434 | Included in
Engine
|--- Buffer Bingo 2.2 Acme 0x423 | 534 | Included in

Table 2: Conceptual SBOM table®*
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SPDX

(Software package
data exchange)

Linux FoundationOi| A
AAct B#E

LGE Internal Use Only

(0) CycloneDX

CycloneDX

OWASP(Open Web Application
Security Project)Ofl A

27et 8T SBOM

SWID tag

(Software identification)

O|= NIST(National Institute of

Standards and
Technology)0il A 2 7ot &
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FOSSLight

EFM (Detect) 22| (Management) 7428 (Consult)

LG Open Source
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FOSSLight Scanner FOSSLight Hub FOSSLight ZAEE
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FOSSLight Scanner
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FOSSLight Hub
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OpenChain ISO 5230 / ISO 18974

« ESA HECIO|AL/HO BE

£l THELINUX FOUNDATION

(\"\OPE N C H A | N Adopt Our  Join Our Reference  Frequent Our Our Offici
NV 4 Standards Community Material Questions Processes Webinars Partn

LG Electronics Announces OpenChain ISO/IEC DIS 18974

LG Announces Conformance To OpenChain 2.1 Conformant Proaram
(ISO/IEC 5230) g

By Shane Coughlan February 8, 2021 Featurad, News

@LG ©.6

L - f ! G d LG Electronics (LG) now has an OpenChain Security Assurance Specification 1.1 (ISO/IEC DIS 18974)

I e S 0 0 conformant program. This standard defines the key requirements of a quality open source security assurance
program, and helps to both reduce errors and increase efficiency across the global supply chain. This builds on
their previous adoption of ISO/IEC 5230, the International Standard for open source license compliance.

TOPENCHAIN

By Shane Coughlan 2023-04-17 Featured, News
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Today the OpenChain Project announced LG Electronic’s conformance to OpenChain 2.7 (ISO/IEC
5230), the International Standard for open source license compliance. This standard defines the ‘LG Electronics has a long history in open source and a well-known open source office,” says Shane Coughlan,
OpenChain General Manager. “Their governance contributions like the FOSSLight tooling to help other companies
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OpenChain ISO 5230 / ISO 18974

CCDOPENCHAIN @ LG XX}

HIE Hop AX Mo
Review and approve Compile notices Post publication & =%+ 89

compliance record of for publication verifications s CHE HOtQ AARE B
FOSS software OPENCHA .
components l l
\ ! ) f ) - HotoHBa ol "ot A3
Requirement o T xS0 3
Apo|e{Eot o
Outgoing Software fold g =3 Preparation Design S

HE 2 L

FQELL FHoPY 24

=m0 S 2

- 2 EAY

Resolve Issues
Approvals
Registration
Verifications
Distribution

Queued for Process
Own Proprietary
Software »
3" Party Software
( FOSS

benprederpedeyed L i b T
'; Bl F
/7 \ \ T HOFHOP RUEH Y

()]
=
(=
Y
o

£

©

-

(@]

o

S
o

(]

(9

b

=]

(o]
(%]

=

)]

o
o

w
o

=

o

S
=

O
Q
L
O
-

Identify FOSS Scan or audit source code  Resolve any Record approved Verify source code Publish source code, S0 AL HIE
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The LG Secure Development Lifecycle
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Case 1) FOSSLight Hub + CoReviewer
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Case 2) FOSSLight Hub + DB Service
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Case 3) FOSSLight Hub (Cloud)
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Case 4) FOSSLight Scanner + Hub (Cloud)
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