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@ PURL &5 K2 @

fosslight_report_dep_250930_1701.xlsx

2025-09-30 17:02:11

3rdparty I SRC BIN  BOM
FOSSLight Report
L = @
@) D Package URL 0SS Name
~ @ x ~| @
) B39 pkgpypi/pillow@10... pillow
] 5  pkg:pypi/aioitertool...  goitertools
0§47 pkeg:pypi/pymysql@... HyMySQL
0O §52 pkgpypi/rsa@4.9.1 fython-rsa
@] 3 pkg:pypi/aiobotocor... fobotocore
O |24 pke:pypi/fastapi@0.... flstapi
O |32 pkepypi/jsondiff@2... jondiff
O k51 pkgpypi/requests@...  rpquests
b . ~ el

0SS Versio

10.4.0

0.11.0

4.9.1

2.6.0

0.115.8

2.0.0

2.31.0

License

HPND

MIT

MIT

Apache-2.0

Apache-2.0

MIT

MIT

Apache-2.0

LGE Internal Use Only

Download Lot

X ~ |Q X

https://pypi.o

https://pypi.0

https://pypi.o

https://pypi.o

https://pypi.0

https://pypi.o

https://pypi.o

https://pypi.o

Page | 1 | ofl

Homepage

~ @

https://githuk
Different from DE

https://githuk
Different from DE

https://pypi.0
Different from DE

https://githukt
Different from DE

https://pypi.p
Different from DE

https://githuk
Different from DE

https://githuk
Different from DE

200

https://githuk

N

Copyright Text

X X >=

Vulnera

bility

O BEx

Commenl

16

direct

transitive

transitive

transitive

transitive

direct

direct

direct

Depends On

pkg:pypi/pyasnl...

pkg:pypi/aiohttp...

pkg:pypi/typing-...

pkg:pypi/charset...

Count: 62




LGE Internal Use Only

PURL ME A& @

Open Source Information

0SS Name o aiokafka
Nickname pypi:aiokafka
0SS Version 0.12.0

Vulnerability Info <

0SS Type

Declared License
License Restrictic

Apache-2.0

Detected License

Restriction

License Type Permissive

Obligation @

Download Location https://pypi.org/project/aiokafie (pkg:pypi/aickafka)
Home Page https://github.com/aio-libs/aiokafka

Copyright Copyright 2016 Taras Voinarovskyi

Summary Description

Important Notes

Attribution



m Dependency Tree

3rd party DEP SRC BIN

FOSSLight Report
] = =
1D Package URL
-~ | a X
39 pkg:pypi/pillow@10...

47

52

24

32

51

pkg:pypi/aioitertool...

pkg:pypi/pymysql@...

pkg:pypi/rsa@4.9.1

pkg:pypi/aiobotocor...

pkg:pypi/fastapi@a....

pkg:pypi/jsondiff@2...

pkg:pypi/requests@...

e N N W

BOM

fosslight_report_dep_250930_1701.

2025-09-30 17:02:11

0SS Name

pillow

aioitertools

PyMySQL

python-rsa

aiobotocore

fastapi

jsondiff

requests

0SS Versio

10.4.0

0.11.0

4.9.1

2.6.0

0.115.8

2.0.0

2.31.0

HPND

MIT

MIT

Apache

Apache

MIT

MIT

Apache _

LGE Internal Use Only

The Dependency Tree supports a maximum depth of 5 levels.

Dependency Tree (Package Url)

pkg:pypi/pillow@10.4.0
- pkg:pypi/fastapi@0.115.8
- > pkg:pypi/starlette@0.45.3
- > pkg:pypifanyio@3.7.1
pkg:pypi/sniffio@1.3.0
pkg:pypi/idna@3.4
pkg:pypi/exceptiongroup@1.1.3
- > pkg:pypi/pydantic@2.4.2
pkg:pypi/annotated-types@0.6.0
- > pkg:pypi/pydantic-core@2.10.1
pkg:pypi/typing-extensions@4.8.0
pkg:pypi/typing-extensions@4.8.0
pkg:pypi/typing-extensions@4.8.0
pkg:pypi/jsondiff@2.0.0
- pkg:pypi/requests@2.31.0
pkg:pypi/certifi@2025.1.31
pkg:pypi/urllib3@1.26.18

pkg:pypi/idna@3.4

b e o Dko NN charcat-narmalizar@m 2 0 _

Page | 1 | ofl 200 W

+ Expand All i — Collapse All
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Count: 62
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ID ~ Project Name Status 0SC Process Download Security
T47 | datafile collector | Progress |
737 test sec mail
736 Test empty project (1.0)
735 dep-test (1)
734 quer (L.0)
732 my_project coffee
731 al23sdfs Progress

« Need to resolve(XX) : 7|& B O|&t HOHFUHO| EXSt= 8%
« Discovered(XX) : 7| & B Ol EHOHFAHO| EXYSHX| E= B2

 Resolved(XX) : Need to resolve®™ 7|& E= O|d FLUHO| 25 'Fixed' resolution?! 4%
- BOMY 7|&= Q. 2t MEf| (=) 0| Z2HE Lff vulnerability max score &9l 7t& 3t

-



Overview Need to resolve Full Discovered

M| CVE IDL| Vulnerability === ++

&
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@ Security — Overview @&

Vulnerability Resolution Z12f{ I

Count

Vulnerabilty Score

I Critical EEEEE High

Vulnerability score by 0SS version

0SS Name
undici 5.26.5
webpack 5.92.0
yarn 1.1.0
ramda 0.24.1
axios 1.7.2

1

3

a

yarn
yarn
yarn

yarn

T

0SS Name

v Vulnerability Resolution

110

110

110

110

3 v

Version

Score ~

8.1

7.8

7.8

7.5

X ~ @

CVE-2019-5448

CVE-2019-10773

CVE-2021-4435

CVE-2020-8131

CVEID Modified Date

X =~ Q

2024-11-21

2024-11-21

2024-11-21

2024-11-21

OSS HFEEZ Wulnerability E =01 CH2F count X M| HE XS




« Need to resolve : 7|& ® <= Of
 Full Discovered : 4=

Overview ‘ Full Discovered

Alist of CVE IDs with a vulnerability score of 5.0 or higher for OSS targets based on the SBOM tab in the Identification step.

—

AFO|

o

Upload | Drag & Drop Files

FOSSLight Security Report
P

0 0SS Name 0SS Version CVEID

~ & X ~ @ x|~ @
[J  cocoon 2.1.9 CVE-2020-11991
[J  cocoon 2.1.9 CVE-2025-24783
) Linux Kernel 2.6.27 CVE-2009-4538
) Linux Kernel 2.6.27 CVE-2015-1421
) Linux Kernel 2.6.27 CVE-2008-5134

—

CVSS SCORE

7.5

7.5

10.0

10.0

10.0

LGE Internal Use Only

@ Security - Need to resolve / Full discovered

CVEID 2&
El MH CVEID 2&

Published

Date

2020-09-11

2025-01-27

2010-01-12

2015-03-16

2008-11-18

(=1 3]

|

Vulnerability
Resolution

Unresolved

Unresolved

Unresolved

Unresolved

Unresolved

L—

‘ts

Vulnerabilty
Link

https://nvd.nist.gov/vuln/detail /C

https://nvd.nist.gov/vuln/detail /C

https://nvd.nist.gov/vuln/detail /C
https://nvd.nist.gov/vuln/detail /C

https://nvd.nist.gov/vuln/detail /C

Affected SW
Version Range

From {including) : 2.1
Up to (including) : 2.1.12

N/A
Upto (including) : 2.6.32.3

From (including) : 2.6.24
Up to (excluding) : 3.2.67

Up to (including) : 2.6.27.4

Security

Comments



LGE Internal Use Only

AN
m e

@ Custom column

+ HO|= W &St= column32H 2 &

Overview Need to resolve

+ QEZ AHAEOOIY ts

Full Discovered

A list of CVE IDs with a vulnerability score of 5.0 or higher for 0SS targets based on the SBOM tab in the Identification step.

FOSSLight Security Report

s +[]
Columns Setting

Restore Defaults

B 0ssName

B o0ss version

B cvep

B cvssscore

Published Date

B vulnerability Resolution
Vulnerabilty Link

Affected SW Version Range

Security Comments

Cancel

Upload | Drag & Drop Files

0SS Version CVE ID CVSS SCORE Published Vulnerability Vulnerabilty
Date Resolution Link
- [ (] (] (] (] [
x ~ |4 x ~ | x ~ |G x ~ |G x ~ |G X - O X
2.19 CVE-2025-24783 7.5 2025-01-27 Unresolved https://nvd.nist. gov/vuln/detail /C
2.1.9 CVE-2020-11991 7.5 2020-09-11 Unresolved https://nvd.nist. gov/vuln/detail/C
2.6.27 CVE-2009-4538 10.0 2010-01-12 Unresolved https://nvd.nist.gov/vuln/detail/C
2.6.27 CVE-2015-1421 10.0 2015-03-16 Unresolved https://nvd.nist.gov/vuln/detail/C
v 2.6.27 CVE-2008-5134 10.0 2008-11-18 Unresolved https://nvd.nist.gov/vuln/detail/C
save 2.6.27 CVE-2014-2523 10.0 2014-03-24 Unresolved

https://nvd.nist. gov/vuln/detail /C

Affected SW
Version Range

- |7

N/A

From (including): 2.1
Upto (including) : 2.1.12

Up to (including) : 2.6.32.3

From (including) : 2.6.24
Up to (excluding) : 3.2.67

Upto (including) : 2.6.27.4

From (including) : 3.13.0
Up to (excluding) : 3.13.9

Security

Comments

- >



Configuration 1 ( hide )

Show Matching CPE(s)w

A cpe:2.3:a:google:chrome:™:*:*:=:*:%:*:*

LGE Internal Use Only

@ Affected SW Version Range & @

- Affected SW Version Range S Running on/with S HA|

<« [&] 25 nvd.nist.gov/vuln/detailJC\VVE-2025-4609

Known Affected Software Configurations switchto cre 2.2

Up to (excluding) |
136.0.7103.113

unning on/with
cpe:2.3:0:microsoft:windows:-:*:*:*:* """
Show Matching CPE(s}v \
PR T - |
0SS Name 0ss CVEID cvss Published
Version SCORE ~ Date Resolution
~ |Q x|~ |Q x|~ |Q ~ 4 x|~ |Q x|~ |Q
chrome 9.0.597.5 CVE-2025-4609 9.6 2025-08-22 Unresolved
chrome 9.0.597.5 CVE-2022-0452 9.6 2022-04-05 Deferred (Not Available)
chrome 9.0.597.5 CVE-2020-6469 9.6 2020-05-21 Unresolved
chrome 9.0.597.5 CVE-2022-4920 9.6 2023-07-29 Unresolved
chrome 9.0.597.5 CVE-2021-21121 9.6 2021-02-09 Unresolved
chrome 9.0.597.5 CVE-2018-17472 9.6 2018-11-14 Deferred (Not Available)

Vulnerabilty
Link

https://nvd.nist.gov/vuln/

https://nvd.nist.gov/vuln/detail/C

https://nvd.nist.gov/vuln/detail/C

https://nvd.nist.gov/vuln/detail/C

https://nvd.nist.gov/vuln/detail/C

https://nvd.nist.gov/vuln/detail/C

Affected SW
Version Range

Up to (excluding) : 136.0.7103.113
Running on/with microsoft:windows

Up to (excluding) : 98.0.4758.80
Up to (excluding) : 83.0.4103.61
Up to (excluding) : 101.0.4951.41
Up to (excluding) : 88.0.4324.96

Up to (excluding) : 70.0.3538.67
Running on/with apple:iphone_os

Security
Comments
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Security Vulnerability Score O] &fQl 4l

FOSSLight Hub Notification

[TEST][OSC] Vulnerability Discovered : “(5230)user-test-android (3.0)"

Comment

LGE Internal Use Only
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0| Z2HME0|A| ALREl Open Source & IR 22 2ot HIF0| YHSIAGLICH

SIS #dFoll cHPt =] wet2 2 2old FAID, 2ot HepHe| YA 2E 2ol s Olvy 34 vHELICE

Security vulnerabilities have been identified in the open source used in this project as follows.

For the . please contact For inquiries related to the detection of these vulnerabilities, please create an issue at
Registered Data
Project Name user-test-android
Project Version 30
Security Mail Enable
Security Responsible Person
Operating System Linux
Distribution Type / Network Service Only? General / N
Distribution Site apensource. lge.com
055 Notice Platform-generated
Priority P2
Creator CTO Sl pA A|AHE2|XKoscAdmin)
Division CTO SWHE{
Reviewer CTO BEMeIARY AAWR2| X oscAdmin)
< Vulnerability Information »
N[;snfe V:i:m CVEID | Score Summary Pu:':':d M;:i:i:d
In the Linux kernel, the following vulnerability has been resolved
Bluetooth: qca: add missing firmware sanity checks
Linux 5496 g;—; 78 Add the missing sanity chgcks when parsing the f|_rrnware files before 2024-05- 2025-09-
Kernel 36880 downloading them to avoid accessing and corrupting memory beyond the 30 30
vmalloced buffer,
En el kernel de Linux, se resolvid la siguiente B h: qca: agregar ¢ iones de del firmware
faltantes Agregue las comprobaciones de integridad del firmware faltantes al analizar los archivos de firmware antes de
descargarlos para evitar acceder y dafiar la memoria mas alla del bafer vmalloced.
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BOMK|OFY MY U YR MY @

- HY2Z! Enable/Disable 8™ 7}=
o Secunty YA 28 s

Project Information < 0 o B ‘

Project Name” Project Version Priority”*
test_min 1000 P2 v
View Permission Security Mail (Vulnerability) Security Responsible Person
m Creator & Editor m Disable
Operating System* Distribution Type*
Linux v General v

Network service only? OYes @ No

Distribution Site* 0SS Notice

@® opensource.lge.com O N/A @® General O Platform-generated O N/A

Model Information >
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- 2 13| NVDO|A MH&%|= REST APIE £} H|O|E FESHH DBY| &

NST

Information Technology Laboratory

01000100

NATIONAL VULNERABILITY DATABASE

2.0 APIs



@ HOF| 2k O] B H|O| A2} OSS Of#A

» NVD CPE H[O|E{0| A product, version &xS 44 OSS name(E= nickname), OSS version 1t
Of &St Hot[UE A= target hw

sw editior]

. edition
AXCVE-2022-22978 Detail i
vendor version

Current Description {_A_\ {_A_\

In spring security versions prior to 5.4.11+, 5.5.7+, 5.6.4+ and older unsupported versions, RegexRequestMatcher can easily be misconfigured - = e T
to be bypassed on some servlet containers. Applications using RegexRequestMatcher with *." in the regular expression are possibly Cpe 230'Vm ware Sprfng_se cun ty.'jl_. O G.'r,' 55 = A

vulnerable to an authorization bypass. \_'_]

|
+View Analysis Description part prOdUCt up \) ate

Metrics | cussversionso RO ENE  Cussversion2.0

NVD enrichment efforts reference publicly available information to associate vector strings. CVSS information contributed by other sources is also displayed. | anqu age
CVSS 3.x Severity and Vector Strings:

Open Source Information

m NIST: NVD Base Score: [T Vector: CVSS:3.1/AV:N/AC:L/PR:N/UEN/S:U/C:H/1:H/AH
0SS Name* [# 055 Version @)

spring-security (] Deactivate 1.0.0

Known Affected Software Configurations switchto cPE2.2

Configuration 1 ( hide )

Nickname
i cpe:2.3:a:vmware:spring_security:*:**;* %% * Up to (excluding)
Hide Matching CPE(s) a 5.5.7 Add
s | cpe:2.3:a:vmware:spring_security:- . . . . . . . . .
P pring.- y org.springframework.security.experimenta org.springframework.security:spring-secur org.springframework.security:spring-secur
e | cpe:2.3:a:vmware:spring_security:1.0.0:5%%: %%
o | cpe:2. 3:a:vmware:spring_security:1.0. 15757 org.springframework.security:spring-secur org.springframework.security:spring-secur org.springframework.security:spring-secur
o | cpe:2. 3:a:vmware:spring_security:1.0.2:%% 0
org.springframework.security:spring-secur org.springframework.security:spring-secur org.springframework.security:spring-secur
org.springframework.security:spring-secur pivotal_software-spring_security Spring Security

€l Cmmrecibe, bl e €l P Comclnm C s s T il
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FOSSLight Hub
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7.81.0-1ubuntu1.1.8 H

J
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@ Include CPE
H
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2HEl HOMOPY MBS FIKHE Jls W3

Configuration 1 ( hide )

1k cpe:2.3:a:googld:protobuf:* JFi**F i hx
Show Matching CPE(s)™

Open Source Information

055 Name™ [

Protocol Buffers O Deactivate

Nickname

Open Source Information I x

0SS Name"* |:If

golang-protobuf

‘

Ik cpe:2.3:a:golangtprotobuf:]:*:* ¥ * %% *
Show Matching CPE(s)™

Up to (excluding)
3.15.0

Up to (excluding)
1.3.2
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°ofd SE= Melots 7ls M=

Configuration 1 ( hide )

ik cpe:2.3:ajnpmjs:tar:[:*:*:*:*:node.js:*:* Up to (excluding)
Show Matching CPE(s)* 4.4.16

ik cpe:2.3:ajnpmjs:tar:[:*:*:*:*:node.js:*:* From (including) Up to (excluding)
Show Matching CPE(s)* 5.0.0 5.0.8

ik cpe:2.3:ajnpmjs:tar:[:*:*:*:*:node.js:*:* From (including) Up to (excluding)
Show Matching CPE(s)* 6.0.0 6.1.7

Open Source Information

x 0SS Name' [# |

tar (J Deactivate

v

Nickname
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